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KnbepbesonacHocTb

ona SCADA

[Mouemy 31O BaXkHO

y

SCADA cuctembl CTaHOBSITCSI
BCe 6bonee n 6onee CNOXKHbIMU

Cesa3aHHble ¢c kKubepbesonacHocTblo
PUCKIN YaCcTO HeAO0OLLeHUBAIOTCS

PuckoB Ha camom gene o4YeHb MHOIo

Be3sonacHoctb SCADA Tpebyer
KOMMJIEKCHOro nopxoaa

MNMomck TexHoNOrM4YecKmnx peLueHuii
npo6bnem 6e3onacHoCcTU — Ype3BbI4aAAHO
aKTyanbHasl 3agava



[Moaxop JlTabopaTopun Kacnepckoro - cyber immunity

lMonHocTbio 6e30nacHbIX peLueHn He CYLLLECTBYET, 04HAaKO MOXXHO co34aBaTb Takue
peLueHns, KoTopble 6yayT HEBOCIPUNMYMBLI K KOMIMbIOTEPHbIM aTaKkam

OCHOBHbIe I'IpI/IHLl,I/II'IbI:
*  MunHumym kputnueckm BaxkHoro kopa (Trusted Computing Base)
* [lonHbIN KOHTPOJIb HaA KIOYEBbIMU NMPOLLECCaMn B CUCTEME

KasperskyOS — nmnnemeHTauus cyber immune onepaunoHHON cucTembl
CBs13aHHblE TEXHOMOrNI:

Kaspersky Security System — nogcuctema 6e3onacHoctu KasperskyOS

Kaspersky Secure Hypervisor — pewueHne Buptyanusaumm pna KasperskyOS



Yto Takoe KasperskyOS

MukposapepHas apxuTektTypa

- Manag noBepxHocTb aTaku (3 CUCTEMHbIX BbI3OBa)
- IPC, koHTponupyembiii MUKPOSAPOM

Isolation Isolation
- TunusupoBaHHbIEe B3aMOAEeNCcTBUS
. Interface 1 Interface 2
Kaspersky Security System, BblunicneHne BepanKToB 6€30MacHoOCTHN
o c c
- Moppepkka Gonbloro konnyecTsa Mogeneii 6eaonacHocTn S S
£ £
OQHOBPEMEHHO 3 3
- WNckniountenbHaa rubkocTb Npu onncaHnm CBOUCTB g IPC Seclt_lrity IPC 2
= policy =
6e30onacHOCTU pelueHus o enforcement o
i E I g
- McnonHsiemblii Kop NONUMTUK 6e30MacHOCTY reHepupyeTcsa Ha 8 Securtty | Securty 8
OCHOBE BbICOKOYPOBHEBOr0 AeK/1apaTUBHOr0 ONMcaHns request verdict
Kaspersky Security System
Kaspersky Security Hypervisor, pewenue euptyanuzauum gna KasperskyOS
Compile time
- [vnepBusop BTOpPOro TUNa definition
- AnnapaTtHas noaaep>kka BUpTyanusauuu
o Security
- Boamo>kHoCTb 3anycka HeMmoandULMPOBaHHbIX FOCTEBbIX PeLLeHU configuration

- BcTpoeHHble cpepcTBa 6e3onacHocTn

YHuduumposaHHsbiii ¢ KasperskyOS IPC



PcVue Secure

SawwmweHHaa SCADA Ha ocHoBe PcVue n texHonornii KasperskyOS

» KasperskyOS ob6ecneunBaeTt 6e3onacHyto cpeay NCNONHEHNS MPOrPaMMHbIX
KOMMOHEHTOB
» Kaspersky Secure Hypervisor nozsonset sanyctute SCADA B cncreme n BklounTb €€ B

oTaenbHbI AOMeH 6e30nacHOCTHN

CpeactBammn KasperskyOS peannsyertcs AononaHNTENbHbI HE3aBUCUMDbIV YPOBEHb
KOHTPO/S 3a NOBEAEHNEM CUCTEMDbI.

KpuTtnuecku BaXkHbie cepBUCbl 6€30MacHOCTU BbIHOCSTCS 3a Npeaenbl roCTEBOMN
ornepauvoHHON CUCTEMbI U peann3yoTcs B AOBEPEHHOM OKPY>KEHUMN.

Secure J




PcVue Secure: OcHOBHble NpUHLUNbI

Kaspersky Secure Hypervisor

PcVueames

Virtual [ Virtual B . n IPC
Network Video Virtual HID channel

KasperskyOS

KasperskyOS KasperskyOS KasperskyOS

Physical Physical Physical Physical
device device device device

SCADA pelieHue paboTaeT B
CTaHAAPTHOM OKPY>XEHUN B
«NecoyHunue»

HocTyn kK o60pypoBaHUio
HaxoAUTCS Noa, KOHTpoemM

CepBuchbl, obecneuynBamome
6e3onacHocTb paboTaloT B

KOHTPOIMPYEMOM OKPY>KEHUN
« CK3M1

 Ayaur
 [ononHuTenbHble
BO3MOXXHOCTU

KoHTponb ocywiectBngertcs
npuv nomowm KSS



CueHapum ncnonb3oBaHNS

» besonacHag 3arpy3ka n o6HosneHne MO

* besonacHbin ayguT

* KoHTponb paboTbl c annapatypoi

* HeszaBucnmag ayteHTndukaumna

* besonacHbIn ypaneHHbI pocTyn

* Ponesas mopenb poctyna Kk SCADA

* LleHTpannsoBaHHOE ynpaBneHue B pacnpeneneHHbix cuctemax
* HeszaBucuymbiin KOHTpONb onepauuia, BoinonHsembix SCADA
* [lopaep>kka real-time onepauui

* Trusted Execution Environment pna SCADA

« |IDS&IPS

 bBe3onacHoe BoccTaHOBNIEHUE CUCTEMbI

W MHOrme pgpyrme

PaccmoTpum HekoTopble U3 HUX...



CueHapum ncnonb3oBaHNS

KoHTponb paboTbl c 060pyaoBaHnem

*  OTKNIOYEHNE HEHYXXHbIX NepndepuinHbIx
YCTPONCTB

* YnpaBneHune pocTynom K nepndpepuitHbim
ycTpoiicTBamMm B COOTBETCTBUM C 3afaHHbIMU AJ1s
peleHnsa nonuTukamm 6esonacHoCTu

* ABTOpun3aumnsg pocTyna kK o6opypoBaHuMIo

[MporpammHoe obecneveHue, paboTaowee B
rocTeBOW ONepaLyoHHON cucTeme He TpebyeTr
Moandunkaunm




CueHapum ncnonb3oBaHNS

BesonacHbiin aygnT

*  WcknioueHne pncka nogmMmeHbl AaHHbIX XXypHana cobbitTuin
n trends

» CootBetcTtBue TpeboBaHuam ISO 15408 (Common
Criteria)

* Bo3MoXHOCTb 3aWnTbl OT HECAHKLMOHUPOBAHHOIO
AocTyna

lcnonb3oBaHue block-chain pnga ucknovyeHna nogmeHsbi
AaHHbIX gaxke npu pru3anyeckom AocTyne K cncteme

* [lopnep>xka pasnnyHbix Mogenei AocTyna npu pabote ¢
AAHHbIMN ayauTa

* Bo3MOXHOCTb LeHTpanu3oBaHHOro cbopa aaHHbIX
aypuTa B pacrnpeaeneHHbIX cuctemax

*ns c6opa aaHHbIX 13 SCADA PcVue ncnionbayeTcs crnieumanbHbiii plug-in,
nogknioyaembivi yepes SV Manager Toolkit
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CueHapum ncnonb3oBaHNS

HesaBucnmasa ayteHTndpunkaums

. .
« JononHnTenbHbIA HE3aBUCUMBbI

MeXaHN3M
*  MHOXXeCTBO BO3MOXXHbIX CXEM
ayTeHTuduKaumn

« JloBepeHHOEe nony4veHne ceepeHun
O nonb3oBaTene

* CHmkeHue noBepxHOCTU aTaku Ha rocteByio OC

Cepsuc B KasperskyOS oTBeuaeT 3a ayTeHTUIUKALMIO
Nnonb3oBaTenNs — TONbKO OH B3auMogencTeyeT ¢ Gusnyecknmmn
uHTepPeincammn BBoaa/BbiBOAA

[Mpu ycnewHom ayTeHTdUKaLumM BBOA,/BbIBOA NepeKioyaeTcsa B
rocteByio OC
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CueHapum ncnonb3oBaHNS

Be3onacHbli yaaneHHbIn AocTyn

*  Wcnonbsyetca ¢pyHkumoHanbHocTb WebVue

 Web browser npegoctaBngeT cBoii uHTEepPeiic uepes cepBep
yAaneHHoro gocTyna

*  WHTepoeiicol HID n Framebuffer HaxopaTca nop koHTponem

* LUndpoBaHme noToka AaHHbIX OcyLecTBASeTCS B 6e3onacHOM
OKPY>XEHUN

* AyTeHTundukaumng nonb3oBaTens NPOBOANTCA HE3AaBUCMMO OT
rocteson OC

*  WcknountenoHo manaa noBepxHOCTb aTaku Ha roctesyio OC

*  Ecnm nckniountb ns cxembl Web Browser nosensetcs
BO3MOXHOCTb KOHTpons rocteBonn OC Ha «dpusnueckom»
ypOBHe

Framebuffer

N3onnpoBaHHbI
BupTyanbHbii kaHarn
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CueHapum ncnonb3oBaHNS

BesonacHblin poneson pocTyn

*  Wcnonbsyetca ¢pyHkumoHanbHocTb WebVue

*  AyTeHTndukauus nonb3oBaTens NPOBOANTCS
He3aBncumo ot rocteson OC

* Ponb nonb3oBaTtens onpeaenseTcs He3aBUCUMO
ot roctesoint OC

*  WckniountenbHo manas NOBEpPXHOCTb aTaky Ha
rocteByio OC

* [lonb3oBaTenb MMeeT JOCTYN NNLLb K TOMY
$PYyHKUMOHaNy, KOTOPbIA NpeaoCcTaBNsSeT eMy
PcVue

WN3onupoBaHHbI
BupTyanbHbili kaHan
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TpebyeTca yuecTb

PeweHune Ha 6a3e KasperskyOS He
CTaHOBUTCS 6e3onacHbIM aBTOMATUYECKM.
BesonacHocTb TpebyeT KOMNNEKCHOro
nogxopa

Heobxoanmble waru:

AHanus yrpos

OueHka puckos

Pa3paboTka apxuTeKTypbl peLueHus

KoHdurypauusa 6e3onacHocTn

Bepudukaums

13



Cnacnb6o 3a BHUMaHue!

lkaspersky



