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Выступающий
Заметки для презентации
L’environnement de configuration avancé (ACE – Advanced Configuration Environment) de PcVue constitue une plateforme logicielle puissante et innovante pour développer une application de Supervision. PcVue ACE est conçu pour accroitre la productivité du développeur en fournissant des composants utilisant des interfaces graphiques similaires. Il propose une interface unique dans laquelle tous les développements sont effectués. Cet ACE apporte de nombreuses fonctionnalités pour créer des d'objets, des synoptiques, les liens de communication avec les équipements, des droits utilisateurs, etc ... Il fournit également des outils avancés de création d’architecture client/serveur et de déploiement du logiciel à travers le réseau. L’ergonomie intuitive de l’environnement de configuration accroit la facilité d’utilisation de PcVue en permettant une configuration sans scripts.
PcVue ACE réduit ainsi le temps de configuration et augmente la productivité des développeurs.
 L'ACE comprend :
- l’ « Application Explorer » , un outil de configuration « Tout en un » pour la configuration et le diagnostic,
- l' « Application Architect » pour modéliser des objets et générer des applications, 
les « Smart Generators » , une suite d'outils d'import pour la configuration de masse à partir de logiciels tiers ou de plateformes de configuration externes (plateformes automates, Logiciels de CAO, logiciels propriétaires ou SCADA).
Ces outils peuvent être utilisés indépendamment ou conjointement selon les besoins.
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Выступающий
Заметки для презентации
L’environnement de configuration avancé (ACE) de PcVue constitue une plateforme logicielle puissante et innovante pour développer une application de Supervision. PcVue ACE est conçu pour accroitre la productivité du développeur en fournissant des composants utilisant des interfaces graphiques similaires. Il propose une interface unique dans laquelle tous les développements sont effectués. Cet ACE apporte de nombreuses fonctionnalités pour créer des d'objets, des synoptiques, les liens de communication avec les équipements, des droits utilisateurs, etc ... Il fournit également des outils avancés de création d’architecture client/serveur et de déploiement du logiciel à travers le réseau. L’ergonomie intuitive de l’environnement de configuration accroit la facilité d’utilisation de PcVue en permettant une configuration sans scripts.
PcVue ACE réduit ainsi le temps de configuration et augmente la productivité des développeurs.
 L'ACE comprend :
- l’ « Application Explorer » , un outil de configuration « Tout en un » pour la configuration et le diagnostic,
- l' « Application Architect » pour modéliser des objets et générer des applications, 
les « Smart Generators » , une suite d'outils d'import pour la configuration de masse à partir de logiciels tiers ou de plateformes de configuration externes (plateformes automates, Logiciels de CAO, logiciels propriétaires ou SCADA).
Ces outils peuvent être utilisés indépendamment ou conjointement selon les besoins.
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Выступающий
Заметки для презентации
L’Application Architect est un outil de configuration avancée pour la modélisation d’application.�Il permet de créer et d’intégrer des objets réutilisables, incluant les graphiques, les symboles et les tableaux, mais aussi tous les éléments de configuration usuels tels que les variables, les alarmes et leurs comportements associés : événements, archivage,  seuils,  commandes,  scripts etc.
L’Application Architect est donc un outil puissant vous permettant de  :
Réduire le temps de développement
Améliorer la fiabilité des descriptions d’applications
Éliminer le risque d’erreurs
Eviter les scripts de développement
Créer des applications à destination des exploitants en utilisant au maximum les atouts de l’orientation objet de PcVue : 
Branches et feuilles 
Objets graphiques génériques
Génération d’une application en 4 étapes : 
Modélisation,
Différenciation,
Instanciation,
Personnalisation
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Выступающий
Заметки для презентации
L’Application Architect est un outil de configuration avancée pour la modélisation d’application.�Il permet de créer et d’intégrer des objets réutilisables, incluant les graphiques, les symboles et les tableaux, mais aussi tous les éléments de configuration usuels tels que les variables, les alarmes et leurs comportements associés : événements, archivage,  seuils,  commandes,  scripts etc.
L’Application Architect est donc un outil puissant vous permettant de  :
Réduire le temps de développement
Améliorer la fiabilité des descriptions d’applications
Éliminer le risque d’erreurs
Eviter les scripts de développement
Créer des applications à destination des exploitants en utilisant au maximum les atouts de l’orientation objet de PcVue : 
Branches et feuilles 
Objets graphiques génériques
Génération d’une application en 4 étapes : 
Modélisation,
Différenciation,
Instanciation,
Personnalisation



Configuration
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Выступающий
Заметки для презентации
Les Smart Generators permettent de générer automatiquement une application en important les éléments de configuration à partir de sources externes.�Ils facilitent et accélèrent considérablement le développement d'un projet PcVue évitant la perte de temps d'une double configuration et tout risque d'erreur. Les assistants vous guident à travers le processus d'extraction de données à partir des applications tierces afin de générer des éléments de configuration PcVue (base de données des variables, configuration de la communication, synoptiques etc.).
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Выступающий
Заметки для презентации
Les données temps réel constituent le cœur du superviseur. Un ensemble de variables également appelées "tags" contiennent les données qui seront utilisées dans les synoptiques pour affichage et commande. Les variables permettent également le déclenchement d’actions ou d‘enregistrements ainsi que divers traitements.
Structure
PcVue est conçu pour permettre la création de variables selon une arborescence hiérarchisée, sous forme d’arbre, permettant une organisation structurée des données, correspondante au procédé physique supervisé.
Les feuilles de variables peuvent être regroupées comme des fichiers dans des dossiers Windows. Les dossiers contenant les variables sont imbriqués afin de produire la structure de l'arbre. La structure du dossier complet contenant une variable constitue une branche. 
Cette structuration des données aide à créer des projets qui sont à la fois facile à concevoir et à maintenir. 
Approche Générique
Le concept de branche des variables permet de construire facilement des objets génériques (symboles graphiques, programmes ou synoptiques) : le même objet générique peut être réutilisé en faisant référence à des variables différentes.
Quand un objet générique est créé le nom de la feuille de la variable uniquement est utilisé sans aucune branche. La branche est fournie chaque fois que l’objet est utilisé (instancié) pour ‘connecter’ les feuilles de variables de l’objet à la branche et animer les variables correspondantes.
Par exemple : un symbole représente une climatisation. Le symbole indique si la climatisation est en marche et affiche la température ambiante. Quand les animations du symbole sont créées les noms de feuilles des variables sont utilisés sans branche :
TEMP_MES
STATUS. 
La branche est fournie au moment où le symbole est inséré dans le synoptique pour ‘connecter’ les feuilles de variables du symbole à la branche et les animations aux variables correspondantes (branche+feuilles) �Le même symbole peut donc être instancié plusieurs fois avec différentes branches faisant référence de ce fait à différentes variables.
 
Ce principe largement utilisé dans PcVue pour tous type d’objets  (synoptiques, symboles, programmes, expressions) permet un gain de temps de développement important, en particulier pour les installations composées d’éléments très répétitifs.
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Выступающий
Заметки для презентации
Les données temps réel constituent le cœur du superviseur. Un ensemble de variables également appelées "tags" contiennent les données qui seront utilisées dans les synoptiques pour affichage et commande. Les variables permettent également le déclenchement d’actions ou d‘enregistrements ainsi que divers traitements.
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Выступающий
Заметки для презентации
The full list of protocol is available on our website
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Выступающий
Заметки для презентации
PcVue supporte la communication avec la plupart des appareils utilisés dans le secteur du traitement et de la distribution de l’eaugrâce à son interface de télégestion qui offre une large gamme de drivers, tels que WIT(TRSII), SOFREL(Lacbus,Sofbus), PERAX, NAPAC(Napbus),
PcVue dispose d’un serveur de télegestion qui lui permet de communiquer avec la plupart des équipements de télégestion, offrant une large gamme de protocoles couramment utilisés dans ce domaine.
Le serveur de télégestion propose un certain nombre de fonctions avancées pour tous les protocoles qui les supportent (voir grille fonctionnelle par équipement) :
 
Auto découverte des points déclarés dans les équipements
Remontée des valeurs temps réel, historisées, horodatées à la source, journalisées...
Gestion des alarmes, acquittement
Echange des programmes horaires
Synchronisation des heures des équipements
...
 
En termes de réseau, le serveur mutualise les ressources de connexion aux équipements. Les réseaux supportés sont indépendants des protocoles utilisés (dans la mesure des compatibilités des équipements eux-mêmes) et acceptent les connexions entrantes et sortantes :
PSTN
ISDN
GSM/Data, GSM/SMS
GPRS, 3G
Ethernet, IP
Série, RS 232,
Radio (carte d'adaptation)
Le  télégestion permet l'utilisation de plusieurs réseaux pour accéder au même équipement, soit en parallèle soit en secours.
� 
…
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SNMP

Interoperability

SNMP Manager

e Monitoring and troubleshooting any IP devices

 All SNMP versions supported : PcVue

« V1,V2/V2¢ V3 — Authentication & encryption

« Optimized for large scale networks

SNMP Agent

 Allows a third party system to control various operating parameters
of the supervisor

e PcVue is able to expose any variable via SNMP

L) - Allows PcVue to be a gateway or a converter
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Interoperability

Overview

« SQL data bridge

« Connect any ADO.net provider data source

B8 Excel Files

D CSV/TSV & XML

 SQL data acquisition

[

raze HBase .MongoDB

» Support for SQL requests (SELECT, INSERT, UPDATE)

* Map a PcVue variable as any other driver

~2# Cassandra

Universal
Data

cyclically e Connector
NED
¢ Be nefits REST Services feenisg
i Twitter
* Linkt to ERP, MES, CMMS,... \ S—_

* SQL request can be executed on event or

e Connectto REST services

n Zero scripts
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Interoperability

Features

* Built-in - No need for VBA scripting
 Error handling and asynchronous calls
» Centralize connection strings

PcVue

 Control which PcVue server is in charge of the RDBMS interface |
Universal

« Support for SQL requests aData
e SELECT, INSERT, UPDATE Connector

Map a PcVue variable as any other driver

SQL request can be executed on event or cyclically

Zero scripts

WebVue-compliant SCADA Basic scripting
EJ . sv Manager Toolkit AP
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Interoperability A suite of SDK
sulte o

Ma nager * Data exchange between PcVue and 3rd party
tOOI klt software

P rOtOCOI » To develop a very specific driver integrated in
: PcVue
tOOI klt ¢ To interface with another software or hardware

WebServices
toolkit

e To embed data from PcVue to an external Web
portal



Выступающий
Заметки для презентации
Interopérabilité: Kits de Développement Logiciels (SDK) 
En complément des divers protocoles et standards de communication natifs disponibles, PcVue permet également de s’interfacer avec des outils logiciels tiers grâce à différents kits  de développement.
Il est à noter que l’ensemble des kits décrit ci-après sont disponibles nativement et gratuitement dans toutes les versions PcVue.
Manager Toolkit  - Échange d’Informations Entre PcVue et d’Autres Applications 
Le Manager Toolkit  permet à un développeur de réaliser une interface entre un système tiers et PcVue. Cette méthode est très utile pour établir des échanges entre PcVue et d’autres applications qui ne proposent pas de solution standard d’échange (OPC,ODBC…). Elle permet également de réaliser des traitements très spécifiques sur des variables  à l’extérieur du superviseur  et de les réinjecter ensuite dans PcVue. Le Manager Toolkit charge dynamiquement les DLL utilisateurs et appelle des fonctions.
Le Manager Toolkit est utilisé:
Pour réutiliser des composants d’application : Il y a quelques fonctions qui doivent être effectuées en dehors de PcVue (calcul très précis avec algorithme avancé). Le traitement peut être fait dans une application tierce par lecture des données dans PcVue en utilisant le Manager Toolkit et le résultat peut être calculé et réécrit dans PcVue.
Pour connecter des logiciels existants : le Manager Toolkit peut aider à résoudre un problème d'interopérabilité en reliant les données d’applications différentes.
Kit de Développement de Protocole  – Développement d’un Protocole de Communication en Utilisant le Noyau de Communication PcVue
Le kit de développement de protocole est utile pour développer un protocole maître / esclave non encore disponible dans PcVue. Créé en utilisant des outils de développement standard, le protocole compilé en tant que DLL est facilement intégré dans PcVue.�Le gestionnaire de communication CimWay propose une interface générique pour lire des données ou envoyer des commandes quel que soit le protocole. Le code du protocole est écrit en C ++ et lié en tant que fichier DLL que charge CimWay. Dans CimWay, les protocoles sont des modules totalement indépendants les uns des autres. Si un protocole est ajouté ou modifié seule la DLL du protocole doit être recompilée.�Cela rend l'évolution de protocole beaucoup plus facile à maintenir.
Le kit de développement de protocole est utilisé :
Pour développer un driver de communication série ou Ethernetspécifique dans PcVue
Pour s’interfacer avec un autre logiciel ou un autre équipement
Kit de Développement WebServices 
Les WebServices permettent aux applications de communiquer entre elles indépendamment du  matériel, des systèmes d'exploitation ou des langages de programmation.
Le kit de développement WebServices de PcVue est destiné aux développeurs désireux de mettre en œuvre un client WebServices  en profitant des interfaces publiques du kit de développement WebServices de PcVue.�Le kit de développement WebServices est un ensemble de quatre XML SOAP Web Services accessibles sur http.
PcVue est un serveur de WebServices pour les accès suivants:
La gestion de session
L'accès aux données temps réel
L'accès aux alarmes temps réel
L’accès aux données d’historiques: consignations et tendances
Le kit de développement WebServices est utilisé :
Pour intégrer des données de PcVue à un portail Web externe, par exemple.
Pour connecter des logiciels existants: le kit de développement WebServices peut aider à résoudre un problème d'interopérabilité en permettant l’échange de  données entre applications et plateformes différentes.
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ISR Graphical interface

Control

Quickstart

A pre configured project coming with
PcVue including:

B o wawes B wsromaues Ll coumnes i resea i e,

ACCUEIL

...a configuration helper to -
 Select differents templates and styles
 Create custom menus buttons

...regular mimics and preconfigured
settings:

e Trends

 Archiving settings

e Alarms mimics and counters

« User profiles
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Control

A user friendly interface yet powerful
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Advanced customization
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3D animated mimics

Control

« Support for DirectX objects

« Support for pre defined animations for
3D objects

e 3D advanced built-in features
(camera management,...)
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Control

Libraries

A modular approach

« Consistent and modular objects
* Infinite combinations
« Custom templates of complex objects

A market approach

» Predefined objects for an adapted usage for
most projects

e Libraries of standard objects and for specific
businesses

100+ Object
templates

MSolutions \



Выступающий
Заметки для презентации
Bibliothèques
Les bibliothèques PcVue ont été conçues pour faciliter le développement de projets graphiques en utilisant une approche modulaire. Les objets de base sont faciles à combiner et assembler à l'infini en fonction des besoins des clients comme un puzzle. Les objets prédéfinis livrés couvrent les usages les plus communs et sont entièrement personnalisables.
Les images et symboles prédéfinis ont été développés pour répondre aux besoins rencontrés dans les différents domaines grâce à une étude approfondie des applications de nos partenaires (pompes, vannes, commandes, affichages ...). Des bibliothèques spécifiques (procédés, GTB , Gestion électrique…) sont livrées en standard avec le produit.
Toutes ces bibliothèques sont développées avec un graphisme avancé (ombres, 3D ...), sans oublier l'aspect fonctionnel pour assurer le meilleur compromis "temps de développement / rendu graphique"�Les bibliothèques PcVue comprennent des milliers d’images au format PNG et objets animés et plus d’une centaine de modèles prédéfinis contenant des variables instanciées, des alarmes, des symboles, des traitements de seuils.
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Libraries

= Sample mimics designed with PcVue
' libraries
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Control

Multi screens

e Built-in support for multi screens display and
wall screen display

 Display of simultaneous information on several
screens

* Up to 4 display area in Windows

Iberdrola control center

e Mimics up to 10 000 x 10 000 pixels



Выступающий
Заметки для презентации
Multi-Ecrans
PcVue dispose d’une gestion intégrée d’affichages multi-écrans et de murs vidéo. Avec le multi-écrans, un opérateur peut avoir accès à plusieurs informations sur la production simultanément (synoptiques, alarmes ...). Le partage ou comparaison des données entre les différentes parties d'un processus est beaucoup plus aisé.



ISR Graphical interface

Control
Multi language _

@ Démarage des postes Paramétres
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12 languages for installation for bilingual menus

display

* Bilingual mimic with support for any languages

 Translation import/export tool that supports both
ANSI et Unicode encoding
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Заметки для презентации
Plateforme IHM Multi Langues
PcVue est conçu pour gérer plusieurs langues de projets. Les menus et boîtes de dialogues pour le développement sont bilingues. Les deux langues disponibles sont choisies lors de la configuration du projet parmi une liste de plus de dix langues.�Chacun des textes des objets graphiques (chaînes de texte utilisées dans les synoptiques, modèles de synoptiques et symboles) peut être saisi dans les deux langues ou dans une autre langue définie lors d’un import de traduction.�L’outil d’Import / Export permet d'exporter facilement, de modifier (traduire ou de vérifier l'orthographe) et de réimporter chaque texte dans le projet.
Afin de supporter le plus large éventail de langues (Cyrillique, Arabe, Perse, Hébreu, Chinois…), l'outil Import / Export supporte à la fois le codage ANSI et unicode.
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Mimics & behaviors
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Заметки для презентации
Run-Time
L’IHM de PcVue offre de nombreuses fonctionnalités d'exécution qui permettent d’améliorer l’environnement d’exploitation et les services proposés aux utilisateurs pour contrôler et surveiller leurs installations.
Calques
L’IHM propose une gestion de calques à l’image de ce qui est proposé dans les outils de CAO. �Les objets graphiques peuvent être affectés à un ou plusieurs calques. Ainsi, en Run-time, l'utilisateur peut facilement afficher ou masquer des objets graphiques en activant ou désactivant des calques. Les niveaux de calques peuvent également être associés à des profils d'utilisateur pour que les objets graphiques soient automatiquement affichés ou masqués en fonction de l'utilisateur connecté.
Zooms
Les fonctionnalités standards de zoom sont supportées (zoom avant, zoom arrière, zoom Zone) ainsi que des fonctions plus complexes tel que le « decluttering » qui consiste à permettre l'affichage d'objets graphiques en fonction du niveau de zoom. Il est également possible de définir des modèles de decluttering qui permettent l'affichage des couches en fonction du niveau de zoom.�Cette fonction est très utile en Run-time afin de réduire automatiquement la quantité d'informations visibles, de sorte que l'information la plus importante soit rapidement accessible.
Navigation par Onglets
La création d’onglets de contrôles pour naviguer entre différents synoptiques est une fonctionnalité intégrée de PcVue. Elle vous permet de définir plusieurs pages dans un synoptique. �Les synoptiques affichés dans un onglet ont les mêmes propriétés que les synoptiques standards. 
 Navigateur de Synoptique
Le navigateur de synoptique est une autre méthode de navigation dans un synoptique lorsque celui-ci est plus grand que sa fenêtre d’affichage. C’est un outil intégré disponible aussi bien en mode création qu’en mode exécution.
Le navigateur de synoptique s’affiche comme une version miniature du synoptique avec un rectangle noir représentant la vue en cours. Le rectangle peut être déplacé avec le curseur, ou la souris, changeant ainsi la zone de vue du synoptique.
Cette fonction est très utile pour aider l'utilisateur à naviguer dans des synoptiques représentants entièrement des procédés de grande taille (bâtiments, infrastructures de transports ou de distribution électriques…).
Objets Contextuels pour un Accès Simplifié aux Données
L’IHM de PcVue met en œuvre le concept d'objet contextuel qui permet à un objet d’obtenir les données contextuelles d'un autre objet.�Par exemple, il est possible de définir une relation mère / enfant entre deux synoptiques. Dans ce cas, la fenêtre fille hérite du contexte du synoptique mère.
Cette fonctionnalité associée à l’organisation objet de la base de donnée de PcVue permet de développer facilement des synoptiques pop-up contextuels tels que les synoptiques de détails.
Le même principe peut s’appliquer à d'autres objets tels que les symboles, les programmes, les bulles d’aides contextuelles, ...
Contrôles
PcVue fournit des contrôles intégrés qui sont simples à mettre en œuvre (pas de script), et permettent de simplifier à la fois le développement de l’application mais également de fournir aux exploitants des solutions classiques de navigation ou de sélections (tree-view, list box…).
Touches de fonctions 
Il est possible de programmer des actions associées à des touches ou des combinaisons de touche du clavier. Cela permet d'associer une touche à une opération fréquemment utilisée telle que l'affichage d'une fenêtre particulière. Ceci est particulièrement utile si le poste doit fonctionner en exploitation sans souris. 
Les actions associées aux touches du clavier peuvent être configurées depuis un menu de configuration.
� 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 43 – Paramétrage touche de fonction
 
Une action exécutée par une touche fonction peut être de trois types : 
• Action standard - Action interne tel l'affichage de l'aide en ligne ou l'apparition du Menu de configuration. 
• Exécution d'une fonction - Une fonction d'un programme SCADA Basic peut être exécutée. Dans ce cas les possibilités sont infinies, mais une utilisation typique consiste à afficher une fenêtre. 
• Exécution d'une animation - Reproduction de l'action d'un opérateur cliquant sur une animation Commande dans une fenêtre. 
 
Il y a environ 30 touches clavier configurables. La plupart de ces touches peuvent être associées à plus d'une action en les combinant avec les touches Shift et Ctrl du clavier. De plus, une action peut être déclenchée lorsqu'une touche est enfoncée ou relâchée. L’activation d’une action peut également être soumise à la valeur d’un bit d’activation.
Les fonctions associées à un certain nombre de touches sont prédéfinies dans le Superviseur au démarrage. Ces fonctions sont appelées Actions standard. 
 
Touches d'Action Standard 
Direction 
Action standard 
 
Back space 
 
Cancel 
 
Ctrl+D 
Afficher le synoptique en mode Edition 
 
Ctrl+E 
Ouvrir Application Explorer 
 
Ctrl+G 
Ouvrir Smart Generators 
 
Ctrl+R 
Afficher le synoptique en mode Exécution 
 
Ctrl+T 
Ouvrir Application Architect 
 
Delete 
 
Down arrow 
Zone suivante 
 
End 
Dernière zone 
 
Enter* 
 
Esc 
 
F1 
U 
Aide en ligne 
 
F2 
D 
Menu Utilisateurs (connexion et déconnexion) 
 
F3 
D 
Menu Droits (configuration des utilisateurs) 
 
F4 
D 
A propos ... 
 
F5 
 
F6 
D 
Menu Editeur 
 
F7 
D 
Fenêtre de Suivi 
 
F8 
D 
Cacher le menu 
 
F9 
D 
Mise au point des programmes 
 
F10 
D 
Quitter l'application 
 
F11 
D 
Gestion des Exports de données 
 
F12 
D 
Magnétoscope 
 
Home 
Première zone 
Insert 
Left arrow 
Zone précédente 
Numlock* 
Page Down 
Fenêtre suivante 
Page Up 
Fenêtre précédente 
Pause* 
Right arrow 
Zone suivante 
Space* 
Tab* 
Up arrow 
Zone précédente 
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Trend viewer

Display interface for real-time and historical trends

e Built-in control that can be embedded
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 Fully customizable legend

» Threshold display
* Trends comparison

n  Data export to EXCEL
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Заметки для презентации
La même interface utilisateur pour les courbes de tendances temps réel et historique qui peuvent être également affichées simultanément
Légende totalement personnalisable pour afficher des propriétés, et/ou dynamiquement pour montrer/cacher les courbes de tendances, échelles, changement de couleur, afficher des seuils fixes,…et tout cela en mode exploitation
Un calendrier simple d’utilisation est proposé pour chercher et afficher une courbe de tendance sur une période spécifique dans une fenêtre de tendance.
Multiples capacités de zooms
Un assistant de configuration pour exporter des données au format XLS ou CSV en  RunTime incluant des statistiques (pas de pré-configuration nécessaire)
Affichage des seuils
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Types of representations

e Lines,

e Columns,
» Cylinders,
e Points,...

Graphic features

* Legend,

e ZOOM,

e Cursor,

 Tooltip,

e Print,

» Popup on right click,

n  Reference series for comparison mm
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GEO Map control

Control

Monitoring and control of distributed assets

Interactive maps provide enhanced situation
awareness for operation

Quickly identify your assets on a map

Visualize the key data at a glance

Application across industries

 Renewable energy generation, pipelines and oil&gas
production, substation automation, transportation,
n water and wastewater...
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GEO Map control

Control

Full integration in PcVue

« Built-in map component
 client for GIS mapping service

« Support for more than 50 map providers
 Online & Offline maps both supported
« PcVue symbols as custom markers

- Integrated configuration tools provided to edi
markers and create map caches

« Su pport for runtime animations & Scripting N T
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GEO Map control

Control

Quickly identify your assets on
the map

 Turn any PcVue symbol into a
marker on a map with an associated | . N N
position et

¥ S low IN 99 m3/M
%! o Flow OUT 150.48
ELEC, COMS. 12 MW
‘W Pollution indice &

« Support for basic markers : shapes,
Images or texts

Fast access to data e S

- Display of variables value or attributes
« Popup and mimic open on markers

Al et e 1224 et

Easy marker management

« Marker editor — no scripts

n - Markers and layers are stored in a standard GPX file loaded
« Direct loading and rendering of GPX files — No import/export necessary
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f
Map control

Cache folder path
OFFLINEMAPS

-
Map control

I

Easy configuration — no scripts

| O Aspecs | (3 Mep carliquration |

Jpening propertes
- Basic configuration e
- Sources of the map (online/offline) - P“ii':t“
and markers ;‘::mmu

| Panning amea bounds

« Execution

« Initialization

- Map center, zoom, panning
« Visual editor

Topeft com
Bofiomaght com

o] Ml 2ooming

| Zoom imiks

« Advanced configuration

- Control graphical behavior
and performance

| [l Aspect | (3@ Map corfiguration | =f Execution |

Native markers

Allow mimic open

Allow popup open

Highlight markers that can be clicked

Memary and perfformance

[T Keep invisible markers in memory

Advanced

Fy panning bounds [using
-lett carmer latdude

-left cormer longituds
om-fight corner k&b tude

om-right corner longitude

= Seyran

=
Right mouse button)

]

o
0
o

Lo h
]
E

NI ¢ P Tomme

Pl -Cointsult

|

|

¥ %
s Loy e i
{

!

‘

« Map cache creator
« Retrieves map data online
« Prepare the map cache for offline map usage

Estimated database size is 321 Mb

I-mwm\ 54

FE O R

il

Start




Mastering interfaces between #Humans #Systems #Connected things

Alarms & events

Real-time and historical alarms and

events management
MSolutions]




Alarms & Alarms

events

Built-in alarms system

71 Bit variable BUILDING,FLOOR_01.AC_01.TEMP_high

General | Source | Extended atiributes | Advanced |

- Positive transition (0 ta 1)
E Negative transition (1 to 0)

5 % Ham & File View Windows Help -
e 32 alarm levels o e s Q) [E@-
i w(® Postive (Bit valueis 1) H @ - @ 0 L
“ % 5.4 project Alarm syntheses
Alarm syntheses oa\ Communication
I ’ﬁ o - -7 Variables W '@ K‘
: an alarm synthesis.. : :
o | 7 f‘s:"mﬂ;'::m ame Dascrpton
I = Acknowledgemert level > : & Natures W ELEC Alarm counter for ELEC
. L Level 7 FIRE_GROUNDFLOOR & Expressions W FIRE_BUILDING Alarm counter for Building
PY 5] Maintenance level I v - g [—— ¥ FIRE_FLOORO1 Alarm counter for Floor 01
I {8 Level 10 ovEn 9° Archives W FIRE_FLOOR02 Alsrm counter for Floor 02
. I £- (] Masking level I Y propertis.. iy pooms tE:EE,ZLRDUDURN{);FLOOR zarm counter for Floor 02
-4 Level 10 id i - larm counter for Groundflor
u Se r r-o I e S Olevell0 __ __ Copy & Data analysis ¥ FIRE_INCENDIE Alarm counter for FIRE
=TT Temporisalion f=c] & Lbraries W HVAC_CVC Alarm counter for HYAC_CVC
o @ Cut ¥ LIGHTING_ECLARAGE Alarm counter for LIGHTING
= U Miscellanzous W SECU Alarm counter for SECU
(] Browsing level
Lo Level 0 < T ]
[ Inhibited & ADMIN (ADMIN) _:
-] Simulated
M [ saved
* Avalanche management, maskin I o
! !

inhibition, maintenance mode

b Temp_Mes_bas Low temp floor 02 MeetingRoom01 Thermastat(1 Alarm=0ffick
4| 1 |

 Built-in thresholds system

Mame Type

. Thresholds

° A | arms Sy nt h esis -~ BMS BO1 Floor2 MeetingRoom01 Thermostatl Temp_Mes Threshelded variable
Alarms

A BMS.B01 Floor02 MeetingRoom01.FIRE Masking variable
‘@; Masking by variable



Выступающий
Заметки для презентации
Alarms 
 
In PcVue an alarm is generated by a bit variable that has been configured with alarm behavior. This means that alarms have all the flexibility associated with a bit plus the characteristics required by an alarm. Changes in alarm value are time-stamped to millisecond resolution. The origin of the time-stamp can be PcVue itself or the source of the value (PLC, OPC etc.).
A real-time alarm list is provided by the Alarm Viewer. Alarms can also be used in the HMI’s animations the same as any other variable to produce color changes, change text strings, exchange symbols etc. Individual alarms can be accepted by an operator with the corresponding user rights. Advanced group alarm acceptance strategies can be configured using SCADA Basic.
In distributed applications alarms are broadcast to all nodes. Alarm acceptance (subject to user rights) can take place on any station.
Alarm levels
 
PcVue supports 32 alarm levels. Alarm display, acknowledgment and masking levels can be different. (For ease of configuration, by default, they are the same.) These levels are also defined in the user profiles. Depending on their profile settings the user may be able to display, acknowledge or mask an alarm with a given level. 
Thresholds
 
A threshold is one of the behaviors that can be attached to a register variable. A threshold sets and clears a bit depending on the rising or falling value of the register and a configurable hysteresis. Up to four thresholds can be specified per register and can be used to directly generate alarms.
Masking
 
To help prevent alarm cascades, an alarm can be masked by another alarm, a bit or an expression. Alarms can also be temporarily inhibited by the operator or taken out of service completely using maintenance mode.
Alarm counters
 
Alarm counters by level, status, Domain and Nature are easily configured using specially named register variables. These can be displayed in the HMI and trigger actions (such as sending an email or generating an audible alarm) in the same way as any other variable. 
Advanced alarm counters using expressions and alarm properties can be configured using a technique called alarm synthesis


http://france.pcvuesolutions.com/images/products/SCADA/alarm_level_1.png
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Выступающий
Заметки для презентации
The Alarm Viewer
 
The Alarm Viewer displays a real-time list of alarms and can be embedded in any mimic. Each instance of the Alarm Viewer that you use is individually configurable. 
Each alarm is displayed on a single line in a color reflecting its status and level. The alarm list can be sorted in a number of ways including display priority to the oldest, newest at the top or newest at the bottom.
The information that is displayed for each alarm is configurable and includes the following:
Alarm variable name, description, domain, nature, and level. 
Status including inhibited, masked and maintenance modes.
On, acknowledge and off time stamps in a configurable format.
The value and type (hihi, high, low, lolo) for alarms produced by from the threshold behavior of a register variable.
Up to eight configurable extended attributes including the value of other variables.
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Выступающий
Заметки для презентации
The Events Log Viewer
 
A Log Viewer displays data that has been recorded through a particular Log List. The Log List is attached to the Log Viewer when the Log Viewer is configured. The types of data which may be displayed are as follows: 
 
Alarm changes of state. 
On and not acknowledged. 
On and acknowledged. 
Off and not acknowledged. 
Off. 
Unavailable. 
Bit changes of state. 
Change to zero. 
Change to one. 
Change to invalid. 
Operator actions. 
Commands. 
Logon and Logoff. 
Alarm acknowledgement. 
Alarm masking. 
Program start. 
The Log Viewer is extremely flexible both in its appearance and operation and has many configurable options.
Summary of the event Log Viewer features: 
 
Log Viewers can be embedded in any mimic. 
Unlimited number of Log Viewers in each project. 
The size of Log Viewer is configurable from 1 line to the maximum allowed by the screen resolution. 
Data can be filtered by Domain and Nature and/or by time filter to search for records from a particular time (from date and time and a search direction).
Optional toolbar and scrollbar. 
The format of the log lines in the display list is 100% configurable. 
Comment modification - the User is allowed to add a comment of up to 40 characters to each log entry. 
Sort modification - the User can change the sort column and direction. 
Can be configured so that the newest logs appear at the bottom or the top.
Can be accessed by SCADA BASIC and VBA to customize features. 
Can have a context mimic. 
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Выступающий
Заметки для презентации
Data processing
Archiving 
 
Recording a history of process data is essential to many SCADA applications for many reasons: fault diagnosis, quality assurance, regulatory compliance, analysis of process trends, fiscal demands etc. It is a standard feature of PcVue with no additional components required or extra costs involved.
 
PcVue uses a data archiving engine to record values (events, trends) using various mechanisms and formats: 
Data recorded in a proprietary manner to a text file                                              
Data recorded to a DBMS such as SQL Server using a built-in component (Historical Data Server). 
Data recorded to a DBMS using an ODBC connector                                                                 
Data recorded in a specific format allowing to replay the recorded data through mimics
 
You can choose the one (or more) method best suited to your application during configuration.
 
In addition, PcVue has built-in multi-station and redundancy mechanisms for archives.
SQLServer archiving using Historical Data Server (HDS) 
 
Many systems need to record data in a DBMS to centralize data used by several third-party software.
The HDS records in an industry standard database. The database can be located anywhere that the PC hosting PcVue has permanent access. Connection to the database utilizes Microsoft’s ADO technology. Qualified databases include SQL Server and Access. Microsoft's freely distributable SQL Express is delivered with PcVue. The recording capacity is limited only by the selected database and the performance of the host PC.
As well as making Microsoft SQL Server available to handle historical data in database format, PcVue offers a tool called DBImport which enables you to import data for the HDS tables from CSV formatted files. The recording of third party data in PcVue’s relational database assists the centralization and exploitation of data. The Reporting Services tool included with SQL Server allows you to organize the data and to publish it in a wide range of formats: PDF, XLSX, HTML etc.
HDS features
 
Records in an industry standard database 
Easy access to data by 3rd party applications 
Qualified with Access and SQL server 
Capacity limited only by selected database 
Includes a scheduler to run database maintenance tasks 
System variables to provide status information for each database used 
 
Event log and Sequence Of Events (SOE)
 
PcVue features Sequence of Events recording for events including alarm status, user actions, and value change.
 
In the data archiving engine one or more Log Lists, which filter the events to be recorded, are defined. These events are recorded in an archive unit (proprietary files, or DBMS) .The record of an event can be done with time stamps of 1 ms resolution.
Recorded events can be displayed using a Log Viewer.
 Cloud access to SQL Azure
Using stretch features from SQL server
� 
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Выступающий
Заметки для презентации
Data processing and Reporting
 
 
PcVue offers all the necessary tools for data extraction, stats and reporting to cover your information needs.
PcVue records real-time data to a SQLServer database with its built-in Historical Data Server. 
PcVue viewers can be used to display logged events and alarms, and historical trends, for short term analysis.
 
For long term analysis, comparisons, statistics and regulatory compliance, detailed Excel reports are often required. The built-in Data Export of PcVue is able to export statistical data from the archives to an Excel or csv format file.
 
For advanced reporting, features including data retrieval, graphic report design, advanced report generation and publication features, with a user friendly no-scripts interface, PcVue offers a built-in connection to the reporting software Dream Report.
 
In addition, for maximum flexibility and high-level of customization the reporting platform SQLServer Reporting Services (SSRS) can be used with PcVue.
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Выступающий
Заметки для презентации
Data Export – Data Statistics from PcVue to Microsoft Excel®
 
Users want to visualize and analyze PcVue data using the familiar features available in Microsoft’s Office® suite of applications, including Microsoft® Excel®.  Analytics must be reliable, secure and able to calculate Key Performance Indicators.
Thanks to the PcVue built-in Data Export features, users with little or no development experience are able to configure and deploy analytics. The Data Export features combined with Microsoft technologies provide powerful new ways for PcVue users to build sophisticated data exportation.



Data Data export

processing

Samples reports

Thermastat = Microsoft Excel

Miseenpage  Formules  Données  Revion  AMichage

c i} E F G T e e T

H 9~ ¢ s TPL_Rapport_Batiment.xlsx - Excel T E - O X%
ACCUEIL INSERTION MISE EN PAGE FORMULES DONMEES REVISION AFFICHAGE Team Connexian

utiol

0,00

31 04/04113 16:49:30
32 0404113 16:50:

c77 - f v : =
2 Batiment 01 —> Etage 01 > Détente 01 > Thermostat 01
. V £ L.E P & # 1 £ L .M 8 o Pp &6 A = 7 e . ETAT Consigne Mesure Démarrages Temps de marche
z | ue : 4 1 19 15,59 0 B792
H - 5 z 1 19 1575 0 6821
s | . = i 04/0413 16:3 1 189 1549 0 6852
5 7 04I04H3 16:37:30 1 19 1577 0 6881
Rl & 04/04/13 16:38:00 1 19 15,6 0 6912
3 o 9 1 18 1576 ) 6942
= 1 19 1585 0 6972
2 | 1 18 15,61 [ 7001
13 1 19 1556 ] 7032
= 1 19 15,24 0 7062
6 | 1 1as 15,16 0y 7092
% msmgErmon 1 B8 " 155 <494 722
s | R 1 1995 4 a5 7151
z 1 197§ 14?‘ 7182
| 1 19 1475 7211 |
e 1 19 1ag1 g 7242 |
221 1 19 14,77 [
| 1 19 1467 0 . ‘
1 19 1424 0 7332
; [ [+ =] b 5 Rapparn_Maintenance Batament<11-08201 5 kx « Frcel I m -0 %
a ACCUEIL INSERTICN MISE EN PAGE FORMULES AFFICHAGE Tram Connexon -
0
0 ans ke v
8
4
0
]
(i
0
i

| | 2500 3 04/0413 16:61:00
5
:: oo = Thermostat 01 Thermostat 01 Thermostat 02
| | 37 Standard deviation 2 s
5 3 Firstvalue 4
39 Lastvalue 1
] ‘ | 401 Counter !
W 4 » W Donnees Dannees_stat Congi
‘ 1500 I -t Frit | 1
A
- - 16
| ‘ - il ‘ = il “ | ‘ 1
19
A y 20
Fi
( | |
! i 5
25
: il
- aga MK . L . | I ?
‘ oyoyI3  0M0213 0NOYI3 0013 OUe¥Ll 00§13 OL/07M3  0VO0NI13  OLO0W1S  0UI013 QNI oyiis - 2
3 Data | Datastat | Monthly | T° | CalculDJU | Energie | Electricité ... (¥ i ¥ ﬁﬁ
n - : =
32 COMPTEURS D'ALARMES THERMOSTATS
3
M
35
3%

Graphs_Flesrdl T


Выступающий
Заметки для презентации
Data Export 
Data Export, fonctionnalité native et intégrée à PcVue, s’adresse aux utilisateurs qui souhaitent visualiser et analyser les données de PcVue en utilisant les fonctionnalités familières disponibles dans la Suite Microsoft Office®, avec Microsoft® Excel ®. 
PcVue fournit aux utilisateurs des données et des événements en temps réel. L’analyse de ces données doit être fiable, sécurisée et capable de calculer des indicateurs clés de performance. Grâce à l’outil Data Export et sans aucune programmation, les utilisateurs sont en mesure de configurer et de déployer une solution d'analyse basée sur des bilans. Les fonctionnalités de l'outil Data Export combinées aux technologies Microsoft fournissent ainsi aux utilisateurs de PcVue de nouveaux moyens puissants pour construire des bilans de données sophistiqués.
Data Export extrait les données historisées selon les critères définis par l’utilisateur (dates, types d’événements,  propriétés des variables ...).
Le paramétrage de Data Export, des bilans et des données est directement réalisé depuis PcVue. Son ergonomie permet une visualisation globale des différents éléments qui constituent les bilans.
Data Export peut automatiser les tâches d’extraction et d’export vers Excel® des historiques d’un ensemble de variables.
Page de Statistiques
Data Export permet d’effectuer des calculs statistiques sur les données extraites
 
 Data Export calcule ainsi différents indicateurs à partir des données archivées dans les historiques propriétaires et/ou base de données de PcVue incluant :
 
Nombre d’occurrences d’état
Nombre d’occurrences d’alarme 
Durée d’état 
Durée d’alarme
Somme
Moyenne
Minimum
Maximum
Ecart type
…
Mise en Forme des Bilans
Data Export permet différents modes d’extraction des données vers les bilans.
 
Extraction des données brutes
 
Dans ce mode de fonctionnement, Data Export remplit la feuille de calcul avec les valeurs et horodates enregistrées dans les unités d’archivage. Data Export produit ainsi un bilan dont le nombre d’échantillons dépend du nombre de changements de valeurs enregistrées par PcVue. 
 
Extraction des données avec échantillonnage 
 
Dans ce mode de fonctionnement, Data Export remplit la feuille de calcul avec des valeurs selon un taux d’échantillonnage configurable de la seconde à plusieurs mois. Le bilan contiendra ainsi toujours le même nombre de valeurs pour une période donnée. 
 
Extraction des données avec échantillonnage et synchronisation
 
Dans ce mode de fonctionnement, en plus de l’échantillonnage, Data Export détermine l’instant de prise d’échantillon. La synchronisation permet de sélectionner les valeurs des différentes données à une horodate commune spécifique.
 Les bilans générés par Data Export sont directement exploitables sous Excel® sans nécessité d’installer Excel sur le poste PcVue qui génère le fichier .xlsx
Pour une mise en forme personnalisée des bilans, des modèles de classeurs peuvent être définis. Ces modèles seront alimentés par Data Export lors de la génération des bilans. Cette approche permet ainsi de disposer de toute la puissance d’Excel® pour présenter les données au travers de différents onglets, graphiques et tableaux.
  
Génération des bilans
Data Export permet la génération, en mode RunTime, de bilans de manière automatique et manuelle. 
 
La génération automatique
 
Ce mode de génération permet d’obtenir des bilans lors de l’apparition d’un événement dans la supervision (évolution d’un état, d’une alarme, d’une tendance, planning, …). Les bilans ainsi générés peuvent utiliser au choix :
Les paramètres par défaut des bilans
Des horodates spécifiques de début et de fin
Un temps de référence et une période spécifique
 
La génération manuelle
 
Elle permet de créer manuellement un export de bilan complet, une page de consignation ou de tendance uniquement. 

L’utilisation conjointe de Data Export et de l’envoi d’email, fonctionnalité native dans PcVue permet de diffuser automatiquement les bilans générés à une liste de destinataires.
� 
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Выступающий
Заметки для презентации
Dream Report
 
For advanced reporting needs, PcVue offers a built-in connection to the reporting software Dream Report.
Dream Report® is a user-friendly and programming-free reporting software for industrial automation. It was designed to be the simplest solution for non-programming users to access data and alarms/events at almost any data source, automatically generate and distribute reports to anybody, anywhere. Interactive reporting web portal provides local and remote secure access to reporting environment. Dream Report® fits perfectly for both continuous and batch-based reporting.
1- DATA COLLECTION�Dream Report integrates a robust communication kernel to collect data and alarms from multiple real time and historian sources. It uses OPC, OLE and ODBC standards to connect and collect Data from different suppliers. Moreover, ODS develops custom drivers to leverage native history from SCADA systems, DCS, RTU and more….�2- DATA LOGGING�Dream Report integrates a powerful historian module to log clean and accurate data in any standard database such as SQL Server, Oracle, MySQL, Access…�This unique feature position Dream Report™ not only as a reporting tool, but also as the ideal solution of field Data integration for enterprise applications.
3- DATA EXTRACTION & ANALYSIS�Dream Report integrates a user friendly object library to extract Data statistics and analysis to be displayed in multiple views like tables, Bars, Pies, Charts and more…�4- REPORT DESIGN�Dream Report’s studio integrates an intuitive graphical editor to create and save state of the art reports as templates.�5- REPORT GENERATION & DISTRIBUTION�Dream Report enables to generate reports manually and automatically. The automatic mode enables to execute report on event and on schedule. When ready, reports can be automatically printed, emailed, stored and published over the web.
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Заметки для презентации
SQL Server Reporting Services (SSRS)
SQL Server Reporting Services (SSRS) is a server-based report generation software system from Microsoft. It is part of suite of Microsoft SQL Server services. SSRS enables users to quickly and easily generate reports from Microsoft SQL Server databases.
SSRS provides a full range of services and tools ready to use to create, deploy, and manage reports. They are fully integrated with SQL Server tools and components.
SSRS can be executed (or solicited) directly in a browser from a Microsoft Office application or even from a third-party application like PcVue.
 
SSRS reports integrate seamlessly within a PcVue application, with the ability to display them in mimic and filter the data displayed (see examples below).
 
SSRS offers among others the following features:��- Catalog Management for access to data stored in SQL Server��- A report generator that allows:
-The identification of the data sources (including non-Microsoft databases like Oracle)�- Querying data through SQL queries, programming languages C #, ...�- The output file format and the publication of media (email, ...)�- The creation and publication of reports
 
Reports type :��- Interactive,�- Tabular,�- Graphic�- Free from XML data sources, relational and multidimensional
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Data Scheduler
Webscheduler

processing

Display and control PcVue scheduler

Automatic command and recipes send
depending on time slots

Available via Webbrowser or embedded
in PcVue

Includes BACnet calendar management

User friendly interface for non expert
users
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Data Recipes

processing

Configuration des recettes

 List of variable's predefined - 5
Paramétres [] Compositian [=] Page |1

or real time values sent to a device o— T eI

Topology .Nod Gl.ManualInjec TL 0.00
Topology.Nodes.G2 .Manuallnjection 0.00
Topology.Switche=.Q03.Pozition 4]

Parameétres de |a recette

Topology.Switches. Q04 .Position 1]
. . Topology.Switches. 09, Position 4]
 Recipes can be sent automatically or | =ogomssiens e E—
Topology.Switche=.Q02.Pozition 1
Topology.Switches.Q05.Position 1 Famille I:I
Topology.Sw%tches.QOé.Pos::n::i.on 1 Niveau El
I I I a n u a y Topology.Switche=s.Q07.Position 1 —
Topology.Switches.QO8.Position 1 Type Proprigtaire v
Topology.Nodes.51 . ManualInjection 63.0
Topology.Nodes.52 .Manuallnjection 683.0 L .
Topology.Switches . Q01.Lock 1} Etat dautorisation dentvol | |E|
Topology.S5witches.Q02.Lock 0 Variable Forcée [ Mesure/Teste | | |E|
M Topology.Switches.Q03.Lock 1 . . . . X
[ ) G rou pS Of reCI peS Ca n be Created Topology.Switches.Q04.Lock 1 [ Erveai méme 5i une variable est invalide
< _ Mode d'envoi
| Chercher | | 3 | | = Pour les variables équipement ®) Multiple O Bloc
Pour les variables OPC Sénialization optimizée [Défaut) w |

« User right can be applied for recipes




Data Scripts

processing

Fichier  Edition  Fenétre  Aide

HQ 2™ B ALAL 802 ES

sub main ()

@ALRARMS FILTER = 1;

SCADA BASIC

end sub
sub trel)
dim re a3 integer;
re=LOCDISFLAY ("FILTER", "Consignation_custom”, ™™, “"log2™, "=(f#A3==\"15 m\")",1);
L irey B "AFTER'". Window, Branch, Identity
% "AUTOREFRESH_PAUSE", Window, Branch, Idertity
Pewwwwnkwwnnd =G "ATOREFRESH_RESUME", Window, Branch, Idertity
sub filter() ) "AUTOREFRESH_SET", Window, Branch, Idertity, AutorefreshPeriod, PauseWhenNavigating
“% "BEFORE", Window, Branch, Idertity
Dim Res =9 =4 "BEGIN", Window, Branch, Idertity
Dim Flag & @ "DOMAIN", Window, Branch, ldentity, Argument
% "DOMAIN", Window, Branch, Identity, Argument [ Corttesd]
Microsoft Visual Basic - Mimicd [design] - [ThisMimic (Code)] - g I =1
Fle Edit View Insert Fgmat Debug Run  Tools Add-Ins  Window Help - & X NE

0 =1 @ 60 s (o R

 Script editor for managing all the PcVue features

Dim Filtre as

e Powerful editor interface

BE-E BRI 0 ek EFY R @

[Genoran =] [ecirations) =
= [ =
-@ Main (Workspace) Private Sub Timerl Timer() —
E-&E MimicProject (Mimic4) 'Timerl.Enabled = False
| -5 Povue Objects If Hot Mimics.IsCpened("mvdc"”) Then
: {71 ThisMimic Dim mim As Mimic
: (23 References Dim win As Window
E-8 MimicProject (mvdc) [MULTIVIEWED.LEVEL] = 0

E- (2] Pevue Objects Set mim = Mimics.Open("mvdc", "", 0, 0, "Multiviewd", "", 0, 0, 850, 339, True)
(23 References Set win = mim.NewWindow

win.Left = 222
win.Top = 332
win.Mode = fvilindowModeDesign

« Known standard script editor S

. . . Properties - ThisMimic
« To implement specific needs e :
p p Aki\abeb(lcatggonzgdl
Filename Multiviewd -]
FulName C:\ARC Informatiqu | |
IGridColor W 2006454648 -
GridCalorindex |0 ol
fIncMimicHeightFromC 0
ncimicOpeningPasit0 - frOpenPositiorh, | | EEa
lIncMimicPoplp False [« Value Type Context [«
fIncMimicWidthFromCe 0
findex 2
MaximumZoom 6400
[MinimumZoom 0
Modal False
- Macified True

Mimic4

Solutions



Выступающий
Заметки для презентации
Scripts Editors
PcVue offers many tools to perform the best SCADA application without any programming knowledge. However, for maximum flexibility PcVue also includes two comprehensive scripting languages the SCADA Basic and the Microsoft™ VBA Scripting.
 SCADA Basic
SCADA Basic functions are able to manage all the PcVue functionalities (HMI, drivers, alarms, historical data, user rights…) allowing you to interact programmatically with most of PcVue features using a high level scripting language. The syntax is very similar to several high level languages making the transition easy for anyone with any programming experience.�A powerful editor is available with syntax highlighting, auto-completion and code snippet insertion. To ease your development contextual help for the language is provided and code snippets can automate insertion of frequently used pieces of code.
Microsoft™ VBA Script Editor
The Microsoft™ VBA Scripting, which can interact with PcVue Trends, alarms, mimics etc. Microsoft™ Visual Basic as an integral part of PcVue provides programmatic access to the properties, methods and events of all built-in drawing elements, the project environment, variables and any ActiveX® components used in the project. Using VBA you can adapt PcVue to the special needs of the user and easily integrate third party software such as spread-sheets, databases and reporting tools.
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Architectures & Bu”dlﬂg blOCl(S

deployment

Building blocks _ Typical deployment

Standalone station -Data acquisition -As a Desktop Application
-Historical data -Under a desktop OS
-HMI

-Does not have the capability
to exchange data with other

stations
-Data acquisition -As a Desktop Application if it requires an HMI
-Historical data -Under a desktop OS
-HMI Or
-As a Windows Service if an HMI is not required
-Under a server OS
Data -Data acquisition -As a Windows Service
Acquisition -Historical data -Under a server OS
Server -HMI




Architectures & Bu”dlﬂg blOCl(S .

deployment

Building blocks _ Typical deployment

Client station -HMI As a Desktop Application Under a desktop OS Or
with a server OS hosting Remote Desktop
Services combined with lightweight terminals
used as operator workstations

Historical Data - Historical data -As a Windows Service

Server -Under a server OS

WEB Server - 1IS -Requires Microsoft IIS
-Hosts the Supervisor's web -Under a server OS

services required to serve the
web & mobile applications

WEB backend - PcVue station acting as a -As a Windows Service
gateway to provide data to the -Under a server OS

WEB server




Architectures & Bu”dlﬂg blOCl(S .

deployment

Mobiles clients -Remote monitoring and control over the Internet or Intranet  -Using a Web browser or a
via desktop or mobile devices Web App On a desktop PC or
-WebVue clients and TouchVue clients or RDS clients a mobile device
-Depending on the architecture and project design, an -As a Desktop Application

engineering station can have very different roles, ranging from -Under a desktop OS
those of a data acquisition server (for testing communication

with field devices), to archive server or just an HMI

workstation (to design mimics). Project development and

maintenance. Project and libraries version management.

Interoperability with third-party generation tools.




NSRS Stand-alone station

deployment

IT Network —E

Data acquisition net ork

Devices

v The simplest architecture

v To monitor and control your process
from a single “all-in-one” station

v" All performances of a PcVue station for
a stand-alone architecture



Выступающий
Заметки для презентации
Standalone stations are usually operator panels, it is the simplest architecture with all functions and roles integrated into a single station.
 
In a traditional single-user configuration, PcVue monitors and/or controls all devices on the industrial network and also handles user requests. PcVue can support some tens of thousands of variables on a single station.  
The PcVue single station is an all-in-one standalone HMI station to monitor and control the process using the standard features of PcVue :
Data acquisition,
Real-time database,
HMI,
Archiving ,
Alarms and logs,
Trends,
Data processing , reporting
Users management 
 OPT : SQL Server or proprietary
 OPT : Parler de report ?
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deployment

PcVue
Clients

-13 -13 v' The simplest multi stations architecture

v'The process is monitored from several

'T Network remote user stations
* pevue v’ Data processing network load optimized
Acquisition
server
Data acquisition
network
B ||
ety i

Devices


Выступающий
Заметки для презентации
The simplest client/server architecture, for applications that require several user stations with a single connection to the industrial network.  
The server is a data source (producer) that communicates with the devices and broadcasts data to the client (or consumer) stations. Communication among the PcVue stations  works asynchronously and transmits the data in packets using the PcVue TCP/IP messaging.
The server station can be a full user station or a data acquisition server only. It performs all of the data processing for the application. The historical data can be on server side only, or local to each client station. 
A client can connect to a server located in another geographical area via a connection using any media supporting TCP/IP with sufficient capacity including private telephone line, or even satellite link.
A usual variation is to separate Data Acquisition and Historical Data production on 2 different servers, or to have clients produce historical data locally.
 MDT : Mal dit, ce ne sont pas les stations qui sont native TCP/IP
 Archjvage sur le serveur et sur chaque client.


O MIulti-station with a Remote Desktop Server for .
SHBUEIEY deploying client stations

Remote desktop
server

PcVue client PcVue thin

instances clients
Ve O v’ To reduce the administration
historical - - - < effort and costs

data
server

v’ Low cost thin hardware clients

IT Network iFi router

"-P v’ Installation free on thin clients
cVue

Acquisition
server

Data acquisition
network

Devices


Выступающий
Заметки для презентации
Windows Server, when configured with Remote Desktop Services, allows several users to concurrently use the resources of a single server and to execute applications installed on the server. A user interacts with applications using a thin client (also known as terminal) connected to the server using a network. The process of a user connected to Windows Server in this manner is called a Remote Desktop Session and uses a standard known as the Remote Desktop Protocol (RDP). Thin clients (including Wyse Thin Computing terminals under Linux or Unix) use RDP client software for managing the RDP.
In addition to running sessions using a remote desktop, Windows Server also runs a session using the local monitor, keyboard and mouse. This is referred to as the local session (or sometimes as a console session or interactive session).
When running the Supervisor on a RD Session Host server, an instance of the Supervisor can be run from each Remote Desktop Session and/or from the local session. Only a single copy of the Supervisor is installed. 
This architecture, from a Supervisor's networking point of view is the same as the previous one except that as a way to rationalize the deployment of 
client station, RDS and lightweight terminals are used.
 
In this example a PcVue Client is installed on a station with Windows Server operating as a Remote Desktop Server (RDS). 
 
This station is a RD Session Host server and hosts PcVue client instances. Users can open a Remote Desktop Session from any thin client and run a PcVue client instance. An HTML5 interface on the server allows any thin client equipped with a HTML5-compliant Web browser to access the PcVue applications through a RDS instance.
 
The PcVue Server, when there is only one, can also reside on the RD Session Host server.
The RD Session Host server must be configured to host multiple Client instances for supporting the required number of simultaneous sessions. The thin clients do not require any specific installation, which facilitates on-site deployment of the application.


Architectures &

High availability

deployment

PcVue
Historical

PcVue w%% Data Servers '

Clients N
U

-

A
A
=

,:fﬂ

XY,

—_—
s e
TR

IT Network

Data acquisition
network

v'Very high level of security and
system/data availability

v’ Secure Client-Server setup with dual
networks

v’ Several user stations

v'Data processing and field networks
data load optimized



Выступающий
Заметки для презентации
When a higher availability and resilience are required, this architecture, more distributed, brings redundancy and roles separation. 
It is similar to the multi-station architecture but with data acquisition server and historical data server separation and redundancy. 
The inter-station network (LAN and/or WAN) can be duplicated, as can the field network. There are then two independent paths between any client station and the data sources.  Each PcVue client station maintains two connections with each server station and will attempt to switch between servers only when both of these connections are inoperable.  
On an Industrial Ethernet network, PcVue can manage both communication media redundancy and device-level redundancy.
Each station can archive the data to improve the historical data availability.
A usual variation is to also include a Web Server and Web clients, thus combining permanent operator's seats and one-off user connections.
�
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Выступающий
Заметки для презентации
The mutualized architecture is an interesting variation of the high-availability. 
When you have to monitor and control multiple processes, production lines, plants, buildings, sites... and can benefit from a reliable network, you can set up a high-end server that will be used as the standby server for multiple other zones. By mutualizing the standby server, you achieve redundancy and availability while minimizing the overhead of deploying and maintaining a fully duplicated set of servers. �
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deployment

Implementation #1
Level Ill - The dtspatch center

Level Il -/ The operatzon center PcVue Cllents level II

P

Data processing network
PcVue TCP/IP messaging

PcVue
Historical data
server

Data processing network — PcVue TCP/IP
essaging

Level I - Local sites

i F I
acquisition - PcVue ﬂ
Server e _"— ﬁ Clie TR,

Field devices

v'For very large scale
applications and
geographically widely
distributed system

v’ Several levels of control

v'Very flexible



Выступающий
Заметки для презентации
When network segmentation is a concern, a gateway can be added to the architecture. 
Such an architecture is useful when, for example, the system spans over a Wide Area Network, or when data consumers (client stations or data repository) are located in a less-trusted network. 
Such a gateway can be deployed in a DMZ, and if necessary gateways can be redundant.
 
In a distributed  architecture each station may be a data source (producer) for some variables and a consumer for some others. Moreover, some stations may act as data concentrators for a central control room located in another geographical area.
PcVue allows the development and deployment of multi-server/multi-client applications whereby the various server associations are configured to allow some of them to primarily retrieve information from devices, and others from other servers (as client stations do). 
Central servers collect only a subset of all the information, allowing efficient monitoring of the devices from the central control room.

The level I – Local sites is composed of PcVue stations widely distributed getting the data from the field devices and making the data available to the level II through a Wide Aera Network with satellite connection for example.
The Level II – The operation center is the core of the architecture with redundant associations of PcVue servers to centralize the data from different stations from level I. Each association of server handles thousands of real time variables and archives the higher critical variable locally.
A pair of servers can also be dedicated to archive the low critical data to a DBMS. 
The Client stations connected to the server stations are used as operation and engineering consoles and help the operators to monitor and control the variables from any sites (Real time, alarms…).
The level III – The dispatch center is the highest level of the architecture. It receives the main data unified from the level II through an OPC connection. 
 
 
�
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deployment

Implementation #2
Level Ill - The dispatch center
Level Il - The operation center

FrontVue Cllents IeveI

OPC

N

PcVue
istorical data
server

Data processing network

messaging. PcVue TCP/IP messaging

Level | - Local
sites

PcVue bVue
acquisition :
C| lents IeveI | T,
server

_,_I_F.ield de\{i_cl_a§ Data acquisition

networks

v'For geographically widely
distributed system

v’ Several levels of control

v For very large amount
of data/high growth rate
projects

v'Very flexible



Выступающий
Заметки для презентации
When the application becomes bigger (over 300 000 variables), it makes sense to optimize the architecture replacing the rich PcVue clients with the lighter FrontVue HMI clients to insure the scalability of the system.
 
FrontVue is a very lightweight OPC-based HMI client with no embedded treatment or archives. Connected to PcVue as an OPC client, it gets and allows monitoring and controlling real time data and can display alarms and historical data that are managed on PcVue side.
 
FrontVue refreshes only the data displayed which allows to:
minimize application start-up time on clients
dramatically reduce the data load on the network
 
FrontVue can connect on several OPC servers which allows to
connect to remote local servers for retrieving detailed information from any specific device.
display concatenated events from several PcVue servers to present a single/unique list to the operator in the alarms/logs viewers.
� 
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deployment

PcVue

PcVue Engineering
Clients station

v'Easy maintenance and deployment of a

_ 13 — r project and/or libraries

v Unlimited number of versions

Data process

TCP/IP messaging v"Modifications tracking

v'Reduce the risk of errors and loss

n Devices


Выступающий
Заметки для презентации
To make the maintenance and the deployment of a project easier and faster, PcVue is delivered with a built-in central project management tool.
Different versions of a project and/or libraries are centralized in a shared directory on the network. They can be loaded and modified from any station on the network.  
Usually a dedicated PcVue engineering station is used to host the central versions directory and to make the change for a project.
Any station can load and run manually any type of version, or automatically one reference version of a project and/or libraries from the central project directory.
The features supported are:
3 types of versions : development, operational and reference
Configurable content of a version 
Track modification for each version
Automatic version numbering system
Unlimited number of  versions (vs media free space)
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deployment

Application virtualization

*The host computer can run different versions of PcVue or
FrontVue in isolated environments
Setting up a working environment for one-off operations
S8 becomes easy
/ «Setting up an ancient operating system is possible
*Runs under Windows 7, Windows 8, Windows 8.1, Windows
2008 SP2 and 2008 R2 SP1,2012 and 2012 R2 Server and
VMWare

Ressources virtualization

*Virtualized environments can run various
PcVue servers under different operating
systems on a single physical machine
*PcVue licenses can be of different types
*Dynamic assignment of virtual machines to
physical hosts according to resources
optimization rules

v"To reduce the number of
physical stations

v'To reduce the administration
effort and cost

v’ Low-cost thin clients
v’ Installation free on thin clients

v Comply with IT requirements



Выступающий
Заметки для презентации
Virtualization, in computing, refers to the act of creating a virtual (rather than actual) version of something, including but not limited to a virtual computer hardware platform, operating system (OS), storage device, or computer network resources.
Hardware virtualization or platform virtualization refers to the creation of a virtual machine that acts like a real computer with an operating system. Software executed on these virtual machines is separated from the underlying hardware resources. 
In hardware virtualization, the host machine is the actual machine on which the virtualization takes place, and the guest machine is the virtual machine. The words host and guest are used to distinguish the software that runs on the physical machine from the software that runs on the virtual machine.
Virtualization of industrial applications can benefit many departments involved: IT, Engineering and operations.
 
Source : Wikipédia
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Remote Products for remote access .

solutions

Combined products for remote solutions

Monitoring & control from a web m
2 lECULUEN  browser or a remote desktop
Web client
Remote
solutions N Notifications & control TouchVue|
for immediate action Notification app

(@)

N\

Monitor & control m

cCLIELTHE surrounding installations
: Geo-contextual app
o according to

location and user’s role m



Выступающий
Заметки для презентации
The offer is built around 3 solutions covering different contexts
Navigation based solution:
Remote monitoring and control of the PcVue project using manual user navigation thru mimics
This could be done either with WebVue as a mobile app or a web client or a remote client (RDS)
Situational awareness based solution: 
A solution based on alarm notification for immediate action (acknoledgment, set values, send command,…)
Allows to monitor and control key data of the process
Location based solutions:
A solution to provide the mobile user with pertinent info depending on his location and his role



Remote Technology

solutions

EasyMobileTechnology

« No gateway, no extra plugin

 No installation on client side !"'eb & Mob'l‘?

» Easy settings — no scripts — wizard only EasyMobile 7zcioiogy
 Open to third-party application a
» Adapted to any users: end-user, S|, IT

e Secure scalable architectures and communication
e Easy Diagnostic

o Affordable solutions



WenpVue
Web client

Remotely monitor and control your
installation from your web browser
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Full built-in HTMLS5 client

based solution

- No gateway — embedded HTML5

Cross-browser compatibility

 Better graphics rendering  Scalable & open
- Better user experience « Mobile friendly
. IT friendly - secured « Less resource intensive



Выступающий
Заметки для презентации
Better user experience
More responsive because event-driven/Fast and flowy navigation
Multi-tab
Cross-browser support

User context & session variables: True multi-user capacity, even for internal variables
Open API: Can integrate symbols and mimics in its own apps or web-portals
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based solution

Benefits for all users

End user

e Ease of access to a remote installation

 User friendly and maintenance free

System integrator

» Guide deployment and maintenance using a dedicated console
* No plug-in or external component needed

e Integration of the web components into 3rd party systems (Open API)

IT

e Secure architectures and communications (HTTPS, DMZ)

u e Built-in diagnostic console
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based solution

Screenshots
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FAQ
When do | use WebVue ?

» When | need a cost-effective full web-based HMI to access a PcVue
project from any web browser

based solution

 Recommended for PC or tablets
Can | use WebVue on a smartphone or a tablet?

* Yes, the HTML5 technology allows to use any web browser, on any OS

» Responsive design technology adapts the size to the device @

* Navigation using a very reduced size screen may be not user friendly

Do | have to develop specific mimic for WebVue?
* No, mimics from PcVue are automatically available on the WEB client

Can | monitor multiple mimics concurrently in multiple web browser
tabs?
* Yes

Ppes WebVue handle user context?
* Yes. WebVue can display or control user specific context.




WebVue

Deployment

Navigation

based solution

What do | need to deploy WebVue?

e A PcVue station acting as web backend server
with a network access

Do | have to use a specific station for WebVue ?

* Up to 5 concurrent Web client the Web backend server
can be any PcVue station

« For more Web clients, it is mandatory to use a dedicated
Web backend server station and a license

How secure is the solution?
e Use of HTTPS communication
 The web server can be located in a DMZ

Webclients [ ﬁ }
Internet

Webconsole ?*9 Secure
IS web server %% AN

| (DMZ)
Backend server @D | ﬁ
Webclients
Data server ,\_9@ |
Devices S Industrial
network
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based solution

Demonstration

:;" WebVue

(- (D &,  https//mobility.pevuesolutions.com/Wel Q, Search
@ o 0B 6 aaatl’
| - Accueil

» Scan the QRCode
https://mobility.pcvuesolutions.com/webclient

&) )
* Name : webvue_en M}. e L

'
* Password : webvue_en g mﬁ"l‘
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\ECEEEY Remote HTMLS thin client .

based solution

Remote client

A PcVue « thin/heavy » client
e Based on the Windows (RDS) feature

« From a desktop station or a mobile device ﬁ;ﬁf;ﬁk DMZ :Itr;f,ivgf”k -
-
Full featured g_[] !m EJ<
: : : KHTTPS
» All standard client station features B 3 ﬁ
« Support for redondancy PcVue Remote )

Desktop

» Support for HTML5 Services

Secured access
» Support for secure architectures (DMZ)
« HTTPS exchanges

* Only mouse and keyboard actions are transmitted through the

u network



BRI Remote HTMLS thin client

based solution

Architecture

Q HTTP/HTTPS WAN

Wy

Wil-:i rc;ufer IT network

IP router

| t PcVue

2 Client instances

PcVue

Server stationt

network |




\EVCENY Remote HTMLS thin client
FAQ

based solution

When do | use a remote thin client?

 When | need a remote access to my SCADA project from
any device : smartphones, tablets, PC,...

» Suitable for small to very large project
e Recommended for PC and tablets

Do | have to develop specific mimics for thin clients? @:&} \
* No because the mimic display is simply deported from the ~_ I

project to the thin client with no treatment. You'll see
exactly the same and the display will be adapted to the
screen

Can | use the thin client on a tablet, or smartphone?
* Yes, the HTML5 technology allows to use any web browser, on any OS

e Responsive design technology adapts the size to the device
n * Navigation using a very reduced size screen may be not user-friendly



\ECEEEY Remote HTMLS thin client .

based solution

Deployment

What do | need to deploy a remote thin client ?
e A Windows server with RDS features enabled
e ERICOM interface for HTML5
. . . SCADA DMZ IT network
e A PcVue station with a network access and a fix IP address network ntetnet

How secure is the solution?
» Use of HTTPS communication
* The server can be located in a DMZ I
 No data are transmitted. Only mouse/keystrokes and mimics i

Do | have to use a specific station for remote thin clients?

« It is not mandatory. The server can be any station of the architecture (standalone, runtime,
communication server, client station)

What licenses do | have to purchase?
1 RDS CAL license per thin client

n e 1 PcVue license with 1 network right per thin client
e 1 ERICOM license for HTMLS5
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Nt [oucnhVue — Features

based solution

The mobile app for immediate action

 On-call/on-duty mobile app for PcVue

« Access the data from several sites

« Real time information and notifications (alarms, values,
trends) for immediate action (acknowledgment or control

values)
« Archived data (events logs, historical trends)

- Data filter depending on user profiles

« Contextual mimic for alarms

TouchVue

(L V)




Notification TQUCh\/UG

based solution

Benefits

» The easy notification solution

« Fill the gap where remote access and light clients
are not enough

» Help both sub-contractors and end-users in
Increasing productivity

e Ready to use — No extra development — Easy to
implement in an existing project

« Give managers an eye on their site

n e Cost effective solution

Designed by Kreativkolors / Freepik
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based solution

At a glance

Notifications NG

Touchvue®

Notifications inbox

List of variables to
follow I

Inbox

Watch List

BMS Demo Server
maint@https:mobility povu..

Multi-site connexion - Variables access
Watch List
B Real-time alarms list
Recorded event logs

maint@https . mobility povu..

+  Gare Sud
maint@https:Amobility pova..

Settings

MSolutions \

All'marks or n
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based solution

Connection

3T a0 1139

SERVERS ADVANCED

e BMS Demo Server Se rver access

0 BMS Demo Server
https.mobility. pgs

Server

https://mobility.pcvuesolutions.com

443

Oy Credentials




Notification

based solution

334 PM Tue, 12 September

L )

Wi-Fi Location Sound

Q, S Finder +% Quick connect

SideSync
Connected to FRANCOIS-PC,

DISCONNECT OPEN

TouchVue

Alarms

Acknowledgment
or mask

Orange F[2][2] N © 7.4 49%809:15
—_— - —o—
= Alarm list o  SELECT
Thermostat high work...ace01 Thermostat02
o AlarmOnNotAck
17/11/2017 18:14

Thermostat hi..Thermostat01
AlarmOnNotAck Ack Mask

Selection —

o Transferring media files via USB
Tap for other USB options.

88 alarms. (TouchVue) 3:32 B
AlarmOnMNotAck @ BMS Demo Server

Notified alarms

u\lotification

17/11/2017 18:14

Thermostat high worki..om01 Thermostat01
AlarmOnNotAck
17/11/2017 18:14

Thermostat high work...ace01 Thermostat01
AlarmUnavailable
17/11/2017 18:14

Fire detected floor 02 ..m01 Fire_Detector01
AlarmOnAck
05/10/2017 09:57

Fire detected floor 00 Lobby Fire_Detector03
AlarmOnNotAck
04/10/2017 13:50

Fire detected floor 00 Lobby Fire_Detector02
AlarmOffNotAck
03/10/2017 09:44

Fire detected floor 00 Lobby Fire_Detector01
AlarmOQffAck
03/10/2017 09:44

Fire detected floor 01..ce01 Fire_Detector01
AlarmOffNotAck
02/10/201717:12

Fire detected floor 02...ce01 Fire_Detector01
AlarmNFfArk

Real-time list

DO Q0000

Orange F

< Fire detected floor 00 Lobby Fir...

Status &
name

Status

Attributes —

@ O
o Fire detecte...Dete. i
velee Alarm on - not
ack.
10/04/2017 13:50:51
Domain LOBBY_RDC
Nature FIRE_INCENDIE
Ack
Mask

Solutions
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Real-time data

» Access real-time information of your process

« Monitor, control
Al]O $ R .l 8% 08:49

~ < Browsing e
£ T ol 53w 2201 PM

< B TOWSing SELECT BROWSING VISUAL

..3>801=FLOOR01=COFFEE_ROOMO1>THERMOSTATO
BROWSING VISUAL

Favorite
variable

EII Thermostat Command floor 01 C...

BMS=ED7=FLOORO1 =COFFEE_ROOMO1

Variable

ri B t \ Thermostat high working time flo.. ¥
ree

oo Thermostat SET temperature flo...

’i LHHIC2 Thermostat temperature floor 01.. ¢

[ hemostaw El Thermostat working time floor 0...
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based solution

Monitoring & control

A [ % % al 182 08:49

Orange F[=][®] N©@ F,050%809:18

% F il 8% 08:50

< Thermostat temperature floor 0... ¢ Thermostatte.. [d L. =5 < Thermostat Command floor 01...
@ @ ke @ @ 2 @ <
18
- — BMS.B01.Floor02.MeetingRoom01.Thermostat0”
Pa¥s Thermostat t...er 0|1 Thermostat ..ermc s
Value 20 °C 175 ol Animation 1
10423720717 08:51:11 1072020107 10:29:03
Damain FLOORO1_ETAGED1 Homan FLOORO1_ETAGEO1
17 —f~
Mature HVAC_CVC -/ Nature HVAC_CVC
Minimum value -5
P _ 16,5 JAN
aximum value 30 \/
Set Value \/\/\/\/
JL-| :
—o
5 30 155 i Set Value ]
J Apply Apply
09:14 0915 0916 0917 0918 . Solutions
Analog value Bit
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based solution

Demonstration

e Download the app

https://mobility.pcvuesolutions.com/download



https://mobility.pcvuesolutions.com/download

Notification TQUCh\/UG

based solution

Demonstration

w all 62%43 2:27 PM

TouchVue Powered by (R e

SERVERS ADVANCED

SERVERS BMS Demo Server

O BMS Demo Server

https//maobility iE asnluthons. com

Lot https://mobility.pcvuesolutions.com

Watch List [ ]
- Server:
mobility.pcvuesolutions.com
« Name: maint_en
N . « Password: maint_en

maint@https.fmability pov..

+  Gare Sud
a1t 2 Srmobility pevi..
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Geolocation solution



SnapVue .

Location-based control of equipment and facility resources

» Convert raw data into information The right information

« Automatically pushes relevant information to To the right person
any mobile device according to
* indoor/outdoor device geolocation At the right location

* mobile user’s role and rights |
At the right timr—;@ N

-\\* ‘

( PR()’I‘]?.C’I‘I:‘.I)}

\ PATENT NO. 9,819,509

\,\
=

Mobile app + Geolocation + Services


Выступающий
Заметки для презентации
Timing : 1’15
The solution I present here allows to collect and filter raw data gathered from processes and to automatically present relevant information and available control actions to the mobile user according to the device geolocation and the role and right of the user.
This solution is based on a mobile app, geolocation technologies and services



Location based S Na p\/u e

solution

Geo tags

Indoor Positioning System Global Positioning System
QR CODE NFC TAG BLE BEACON WiFi ROUTER GPS
Matrix 2D Barcode Unpowered Self-powered Wireless
passive Bluetooth Communication
microchip transmitter Network

Scan QR Code Touch NFC Tag or bring BLE Beacon is detected Detection of Wifi router ID GPS Coordinates detected
to immediate proximity via Bluetooth device connected to mobile device via mobile device

MSolutions \
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How it works

Indoor/Outdoor Contextual Central control
Process e ) .
Positioning Logic engine
o’ - T G

= Floor00

Boiler Trend

Boiler Mimic Boiler Doc

=

Boiler CMD

e 2 . vy 2
W e sz

B ‘
Devices


Выступающий
Заметки для презентации
Timing : 45’’
A mobile user comes in a specific zone with the app
The system gets the context: the user ID and (thx to the outdour and indoor positioning technologies,) the location. Then, according to the role and rights of  the user the system sends back the relevant information – the filtered data - and controls actions available for this user at this location at this time.
And even before the user asks for it the mobile displays it!
And what you see in the screen is exactly what the user sees, with no need to navigate thru menu, it’s automatic. This a key point because usual systems for remotely monitoring & control system with mobile devices use the same  interface than a desktop station, but we know by experience that is not possible to do it with a reduced size screen.
(Here you have something very intuitive, user friendly and efficient for the operator.)
In another hand the system delivers information for monitoring and tracking assets or teams for dispatching to a central control


EETENEEEN SnapVue — Services & features

solution

Mobile app

Monitor & control surrounding devices

 Automatic display of relevant real-time information
(values, alarms list, trends)

= Floor00 o = Floor00 o
« Value control e Nl 94% B
o Log ||St Boiler Trend 17:01 jeu. 14 mai Q © f:”ﬁ.‘lﬁ'mem o
« Resources access (documents, webpages,...) N e @ Y Y Y =
- Contextual animated view —
oller Mimic oller 2y l': . v -
E @
o (o . Boiler CMD
Notifications B s 170
. S napvue pic{ure? Ir:al:i (samsung 9 SM-G950F)
b Alarms & events 13 messages regus [ves
£ C vV D nm 75 % o
e . S - R
Built-in instant messaging system TR

- Texts, voices, images, videos
 Between mobiles users and/or with a server
n « SNAPPY companion: an interactive messaging system to help the decision making



RN SnapVue — Services & features

solution

On the server side

Real-time information
« Update the real-time values (actuals, control, alarms acknowledgement)

Geolocation of mobiles devices

« Record of actions and location
« Real-time tracking

Built-in messaging system

- Texts, voice, images, videos

16:57:19

« Between the server and mobile devices




RN SnapVue — Services & features

solution

Overview

i )
* Indoor/Outdoor geolocation

e Location/Users/Actions
configuration

( )
e Data filtering & processing

e Alarms & Events management
e Messaging

e Smart bot companion

Data J
processing

N\ System &

Configuration

Remote
display and
control

Tracking
(optional) N

-

e Real time values display &
control depending on location
& user’s role

¢ Events notifications
G \.® Actions

e Real time assets tracking
e Archive locations of users/assets
e Events logging

k ESolutions \
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Deployment options

Contextual engine- ContextVue server

SnapVue Clients

. B ﬁ - Standalone

% b - 1data acquisition driver

LAN/WAN - Contextual services & features
| |
'~ T woner - Connected to PcVue
orc - No direct communication with equipements
- Get the data from a PcVue station via Winnet

PcVue

Server station
Other systems

ContextVue
Server

o\%

- Connected to a 3rd party system
- No direct communication with equipements
| | | - Get the data from a 3rd party system via OPC

m = O

Field network



Выступающий
Заметки для презентации
Standalone: « Starter kit »
1 data acquisition driver
Contextual services & features

Connected to PcVue: « Professional edition »
No direct communication with equipements
Get the data from a PcVue station via Winnet

Connected to a 3rd party system: « Enterprise edition »




Geolocation Sﬂap\/ue

solution

Benefits

Improved efficiency of operations
e Increase comfort and services for all users
 Better responsiveness and team effectiveness

Reduced cost of labor and training

Improved decision-making for
* Monitoring & control of industrial process
e Commissioning
» Diagnostic & maintenance
e Team dispatch and security



Выступающий
Заметки для презентации
Timing : 1’
The benefits of this solution is that you improve the way the user interacts with the system. It’s much more intuitive user friendly and efficient for the operator.
The system truly helps the operator to automatically get the right information when and where it’s needed.
So the training effort and the associated cost are dramatically reduced with this solution.
And at the end it helps the operator to take the right decision at many levels of operations.

Improve efficiency of operations
Improve the way the user interact with the system – no need to navigate thru menu – intuitive like in our personal life
Better responsiveness and team effectiveness
Provide relevant information to all types of mobile users
Quickly access information regardless of the location, time and type of terminal
�Since the advent of smartphones and tablets, the trend is commoditization physical media. These initially reserved for consumer technologies are now widespread in the professional world and especially in industry and the service sector.�The control systems in particular can now build on these new means to improve the ability of decision and action on facilities by : �	- providing relevant information filtered according to the user's profile (a maintenance worker 	will not have the same information needs of a production manager)�	- enabling fast data access facilities, on-demand and from anywhere�	- increasing the capacity of the maintenance teams to react during a fault (problem detection 	/ analysis / rapid corrective action) and thereby increasing their effectiveness�
Reduce the infrastructure and training cost�Furthermore, the use of these new means of deployment enables lower installation and maintenance costs due to the centralization of data.
The automatic display of filtered information depending on the user’s profile and the intuitive way of interaction between the user and the mobile device reduce the time of training needed and the associated cost.��By definition the use of mobile devices requires the use of networks and can not be envisaged without ensuring the security of data flows and (cyber security).
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solution

Benefits for mobile users

Facilities occupants Engineering
e Automatic tuning adjustment e Commissioning
» Access control

* People safety Central control

Maintenance team « Occupancy monitoring in an area
« Diagnostic & trouble shooting « Operation monitoring & control
* Geo fencing
Managers « Team dispatching and security
e KPI monitoring
» Reporting


Выступающий
Заметки для презентации
Timing : 1’
The benefits of this solution is that you improve the way the user interacts with the system. It’s much more intuitive user friendly and efficient for the operator.
The system truly helps the operator to automatically get the right information when and where it’s needed.
So the training effort and the associated cost are dramatically reduced with this solution.
And at the end it helps the operator to take the right decision at many levels of operations.

Improve efficiency of operations
Improve the way the user interact with the system – no need to navigate thru menu – intuitive like in our personal life
Better responsiveness and team effectiveness
Provide relevant information to all types of mobile users
Quickly access information regardless of the location, time and type of terminal
�Since the advent of smartphones and tablets, the trend is commoditization physical media. These initially reserved for consumer technologies are now widespread in the professional world and especially in industry and the service sector.�The control systems in particular can now build on these new means to improve the ability of decision and action on facilities by : �	- providing relevant information filtered according to the user's profile (a maintenance worker 	will not have the same information needs of a production manager)�	- enabling fast data access facilities, on-demand and from anywhere�	- increasing the capacity of the maintenance teams to react during a fault (problem detection 	/ analysis / rapid corrective action) and thereby increasing their effectiveness�
Reduce the infrastructure and training cost�Furthermore, the use of these new means of deployment enables lower installation and maintenance costs due to the centralization of data.
The automatic display of filtered information depending on the user’s profile and the intuitive way of interaction between the user and the mobile device reduce the time of training needed and the associated cost.��By definition the use of mobile devices requires the use of networks and can not be envisaged without ensuring the security of data flows and (cyber security).



SnapVue — Use cases

Visualization & control of nearby assets

Maintenance operations

Commissioning

Team dispatch & security


Выступающий
Заметки для презентации
Visualization & control of nearby assets
Provide an immediate graphical interface for the asset
Reduce installation cost, avoiding the use of single purpose HMIs
Maintenance operations
Provides a mobile interface to verify status live of connected equipment
Improves safety as maintenance staff has full live information and data sheet/manual available
Can tune parameters according to overall system and visual reality on the spot
Commissioning
An engineer is able to perform commissioning task autonomously
Team dispatch & security
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based solution

Demonstration

 Scan the QRCode e Download the app

31&% g Snap‘H’u

'a:. . o:f'- SnapVYue Dermonstration

L ] = -

grosts .,,:. ‘!;s' §

. 1. Enable nea frusled acurces for APK Inetallalion o your phone s=ilinge
' : Snaque - ® g Z. Install the following .APK:

.;for' B e .‘ i Cliek bira ta downiland
' b J 3. Riin SnapYue app and add & s garoes
-.!.o snapdamo. poywescada. i

Ask us for logingpassword

https://mobility.pcvuesolutions.com/download

MSolutions \



https://mobility.pcvuesolutions.com/download

Notification S Na p\/ue

based solution

Demonstration

% % Jongasopy QOEEFS AN @Y T 4500

ey B PcVue
+ Open Account menu . —— ey

« Run the app

https://mobility. pcvuesolutions.com

e Enter the server name:

mobility.pcvuesolutions.com
« Enter the credentials:
Name: maint_en

Password: maint_en




Notification S Na p\/ue
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Demonstration

B

Messages

« Open “Migelo”

| Servers & Settings
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based solution

Demonstration

« Tap "QRCode"” menu
« Scan the following QRCode to access data :

BMS
senE WE
opis, BREREES _Eif' m.!i_a S5
e JENS g T TR
'°.:£';:¢3’3’h’°:r!'.£x_: .
P oo e E :;'t.;& P
® %3l o G o o0 !src L]
DR : oele
Floor00 TechRoom FloorOO CHILLER Floor00 BOILER Floor01 TechRoom
ID : fda50693- ID : ID : Boiler ID : fda50693-
ade2-4fb1l-afcf- QRCode_Chiller ade2-4fbl-afcf-

c6eb07647825-7-1 c6eb07647825-2-1
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based solution

Demonstration E @
| ..-.»-.h”.@ HL
Wind farm :r-m o £ &
¢ T o 33:°% 2 3,00
“‘“;"‘“s.i ' B "‘2
B [8): i s

"
@

o - cogefeort® 2ol ¢ 3"8 . Substation Distribution
2 K = X R R ID: fda50693-ade2- board
.s.."!!: i';,,, :.’ 3.5 3',,. 4fb1-afcf-c6eb07647825-4-1 ID:
E"’i xe, 3;%« it &%« E Jrtohihe QRCode_DB

WindFarm aera Transformer aera Transformer E ”5.@

ID: fda50693-ade2- ID: Transformer e o &
ID: fda50693-ade2- 4fb1-afcf- s, -EE;!
Afb1-afcf- c6eb07647825-5-1 o Sl

c6eb07647825-3-1

ID: Turbine
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SnapVue

Demonstration

based solution

INDUSTRY

o
s
[m] i
Machine 01
ID: MO1

Info line
ID: fda50693-a4e2-4fb1-
afcf-c6eb07647825-1-2
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Demonstration

WATER

o5E 9y

o el
ki o 5 ""g
3 [

|ID: Water station ID: Water_pump

MSolutions \
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Features matrix

Notification

Control
Real time value

Geo location




Remote Architectures

solutions

Secure by design

Regular Secured (recommended)
~
A CIientsy
\ v )
/ 3 Secure zone (DMZL
\ \
g? Industrial network

@:j? Web & Mobile Backend

n ?‘ Web Deployment Console . Physical or virtual Server

g
@ Web Server IS



Remote Architectures

solutions
Regular
Web & mobile clients
Backend server/ l
PcVue WEB IIS server/ ! e PcVue/ContextVue backend
Clients Web & mobile clients WEB console and server WE B/IIS hosted
intramel/ on the same machine
\ pritefnict « No segmented network
Office network - e Low security level
Routeur wifi
PcVue
Server

Advisable only on a private and isolated network

Industrial network

] E
|



Выступающий
Заметки для презентации
Requirements
1. A local area network (LAN) to connect the Web/Mobile Clients to the Web Server
Station and to connect the PcVue Web Backend Station with the rest of the industrial
automation network (i.e. other PcVue data acquisition station or field level devices).
2. Clients on this network are supposed to trust the Web Server machine without
reservation, as they are on the same and, by definition, private network.
3. This architecture works with minimum requirements towards the trustworthiness of
the web server certificate.
A certificate from a certificate authority is not mandatory to proof the identity of the
Web Server Station.
4. This architecture can be deployed with a minimum level of network expertise.
Benefits
1. PcVue Web Backend station does not require more than one network interface card.
2. Works out of the box with no limitations, when using the IP address of the Web Server
computer to connect web and mobile clients.
3. Works well without DNS name resolution on Windows platforms. The Web Server
computer may be addressed by its hostname from Windows based web clients.
When using non-Windows based systems as web and mobile client systems, the
activation of the DNS-Server role on the Windows Server operating system of the
PcVue Web Backend station or the usage of a 3rd party DNS server on the Windows
client operating system of the PcVue Web Backend station can be a solution.
4. Can work without a Windows Server operating system on the PcVue Web Server
computer, even if the usage of a server operating system is highly advisable.
With hosting the PcVue Web Mobile Components on a Windows client operating
system certain limitations are to be expected, particularly in regard to the maximum
amount of incoming client connections.
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Secured by network segmentation (recommended)

Web & mobile clients

By

HTTPS

Web & mobile clients Client/
Backend server

— ' . m — ’
I SEREETRE T q.«‘

m&m

Office network WiFi router WEB IIS Server

Console WEB
PcVue
Server

Industrial network e PcVue/ContextVue backend and WEB IIS servers are isolated

e Segmented networks

« High level of security


Выступающий
Заметки для презентации
Description
In this deployment scenario the PcVue Web Backend station and the Web/Mobile Client
Systems are on different logical networks, at which these networks are segregated by a DMZ.
The inner network (LAN side of the DMZ) is seen as a private network. The outer network
(WAN side of the DMZ) is a less trusted network and typically an office network or the
internet.
The PcVue Web Server Components are hosted on a computer inside the DMZ.
This architecture provides optimized integration into IT networks and allows for maximum
compliance with IT guidelines and practices.
Level
When to use?
Usage of this deployment architecture is recommended wherever the Web/Mobile Clients are
outside of the industrial automation network.
This scenario allows for maximum secure deployment, in line with IT network segregation
practices, making sure that there are no undesirable incoming connection requests from
outside networks into the industrial automation network, including traffic monitoring at
network perimeters.
Requirements
1. The network infrastructure to segregate the private network from the lesser protected
network.
This includes a router and at least one firewall.
Both common DMZ architectures are supported, including single firewall setup and
dual firewall setup:
2. Support of the end user’s IT department is likely to be required, to properly set up
network segregation and name resolution.
This includes the proper configuration of:
- DNS
- Active Directory
- Routing
- Port Forwarding
3. In order to validate the identity of the Web Server computer on the lesser trusted
network and to prevent Man-in-the-Middle attacks, usage of a fully trusted certificate
is a must.
- This certificate can be issued by the IT department with their office network Active
Directory server.
- This certificate can be issued by the IT department with a trusted CA, if accessed
from external Web/Mobile Clients (Internet access).
- This certificate may be issued with the help of the Let’s Encrypt wizard of the WDC.
4. A DNS server is required on the lesser trusted network.
5. A Windows Server operating system on the Web Server computer, and ideally also on
the PcVue Web Backend Station.
6. The PcVue Web Backend Station must be accessible from the Web Server computer at
least by its IP address. Access via hostname is also possible, given that a mean of
name resolution is present from within the DMZ:
- A dedicated entry in the hosts file of the Web Server computer.
- A DNS server within the Industrial Automation network that is accessible from the
DMZ.
If not already available, the activation of the DNS-Server role on the Windows Server
operating system of the PcVue Web Backend Station can be a solution.
Note: Allowing access from a computer within a DMZ into the private network
contradicts with DMZ common patterns and practices. For technical reason however,
TCP port 8090 needs to be opened into that direction.
7. The level of network and IT expertise required to deploy this architecture is
intermediate to high.
Benefits
1. This architecture allows for convenient access from Internet or Intranet Web/Mobile
Clients, by exposing the web and mobile services and applications of the Web Server
Station under a FQDN.
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Web and mobile ready in few clicks!

 Interface for configuring and deploying web& mobile architectures

& 'WEB DEPLOYMENT CONSOLE IS Manager | Event Viewer | Log Monitor | Preferences | Help | About |

Web servers

* Deployment of web services and web apps on IS

+) Deploy a new server Export configuration

(@ Inthis view you manage existing, and configure new servers

* PcVue Web Backend endpoint management
. orerem o ——
» Data protection management Bom D o
@ Tokens ED Roles & Senvi
@) Grant L2 Backend
» (Certificate management s -
@ summary

« User access logging & OAuth Server management

" IS auditing / diagnosis


Выступающий
Заметки для презентации
Deployment of web services and web apps on IIS
Application pool management
Set up of virtual directories and web application folders
Selective installation of only a subset of services and applications in a role-based manner
Installation of web/mobile components binaries

PcVue Web Back-end endpoint management
Configure the endpoint addresses of sv32 and the mobile services host
Configure the endpoint address of related services

OAuth Server management
Client registration/unregistration
Token revocation
Grants overview / revocation
Data protection management
Establishment and management of a trusted relationship between apps and services
Certificate management
Creation of Certificate Signing Requests
Certificate import
Certificate renewal
Creation of self-signed certificates
Warning about certificate expiration

Tracing
Integrate with syslog
Integrate with Windows event viewer
Integrate with Log Monitor

IIS auditing / diagnosis
Check IIS configuration and identify the most common mistakes
Export the configuration for documentation purpose and auditing



WSO The deployment console
solutions

Web server configuration

‘," WEB DEPLOYMENT CONSOLE

1S Manager | EventViewer | Log Monitor

Preferences | About

Web servers

@ Deploy a new server /r Export configuration

@ In this view you manage existing, and configure new servers.

e s o web semver confiaured » Welcome to the server configuration
gured.

@ Deploy a new server

@ Enter the server configuration and dlick next to continue.

» @ Click quick to continue using default settings or custom

if you want to change the defaults. You must click

h 4
Alls Will all the services be provided by one web server?
MySewed Q
On
| ks
Simplified deployment wizard based on roles
J

Custom deployment wizard if you require fine tuning
n /
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Name & Binding

» N dame @ Please give a name for the website that will be deployed.

MyWet| X

@ cancel

MyWeb

You must securely bind your site to a specific port and host. Web

@ clients can then access the web server using either the IP address,

» Bindings

Bind using hostname

@D on

USER-MACHINE-ID 443 4 -

n lutions




WSO The deployment console

solutions

Certificate

MyWeb

You must have a certificate to use HTTPS. You can either select an
existing certificate or create a new one.

» Certificate @D

-

No certificate selected W

'S

New certificate

@ In this view, you can manage certificate enrollment. Proceed according to the requirements
and constraints. MyWeb

You must have a certificate to use HTTPS. You can either select an

existing certificate or create a new one.

| self-signed N |

m) Certificate &

USER-MACHIME-ID issued by CN=USER-MACHINE-ID on 01/08/2018 v

-
USER-MACHINE-ID

_ CN=USER-MACHINE-ID

n 01/08/2019 02:00:00




WSO The deployment console
Back end

MyWeb

solutions

® Select an existing back end configuration or click the add button to
add a new one

B e

-

» Back end configuration

@ If you change the back end after you have configured a site the site configuration will be
automatically updated

MyPcVud Y4

Host

localhost X -

PcVue back end

@D on
80%0 + = MyWeb

“ Select an existing back end configuration or click the add button to

@ add a new one

B o cni

MyPcVue - localhost -
n @
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Roles & deployment

MyWeb
@ Select the roles for the site. The corresponding necessary services MyWeb
will be deployed. Also the clients used for the authentication will be
@ You have completed the Wizard. You can now check the
Select None | All parameters you selected and click deploy to set your site up.
WebScheduler Q On Name MyWweb
Bindings USER-MACHINE-ID:443
WebVue Q Oon
Ro | es Certificate USER-MACHINE-ID
—_— TouchVue m On PcVue back end MyPcVue (localhost)
Web Services Toolkit m On Registry service https://USER-MACHINE-ID:443
Roles Scheduling
Summar v,
\T:’”‘h"“e Please wait while we install the services and configure the server
s
Services OAuth Roles & Services Completed
Registry
ScheduleData -
Webschedulor Install Apps & Services Completed
GraphicalData i . )
WebClient Bindings & Certificates Completed
RealtimeData
RealtimeAlarm . - CR
HistorieaiData Configure website bindings Completed
SessionContext
- Configuring back ends Completed
Legging Mimimum: Info
Maximum: None . . .
L o - Machine key configuration Completed
@ Log level configuration Completed
Registry service configuration Completed
WebClient configuration Completed
WebScheduler configuration Completed
Authentication configuration Completed

Update Authorization Server configuration Completed



WSO The deployment console

solutions
Diagnostics

‘_" WEB DEPLOYMENT CONSOLE IIS Manager | Event Viewer

Web servers

@ Deploy a new server |1J Export configuration RU ﬂ Dlag nOStICS

In this vi isting, and confi : . : . . . :
1 VIS YRR TENEgE SR, and carione e et @ The diagnostic check for missing features in the Microsoft® Internet Information
Services web server and verifies the configuration of the deployed sites.

£
A1 Run Diagnostics

&3 MyServer

) USER-MACHINE-ID

() New site |7L9 Edit |2 Diagnostics
T
'ZQ//Z' lis5ettings Diagnasis detected no errors.
Authorization MyWeb = .
) o (~") ApplicationPools  Diagnosis detected no errars.
@ New client Bindings —
T
'ZQ//Z' Authentication Diagnasis detected no errors.

ﬁﬁﬁ Clients Certificates

Q Tokens
@ Grants

Registry service

Roles & Services
Back ends
Logging

Data protection

ES Configure
Service configuration

Summary
n MSolutions \

Designed by Kreativkolors / Freepik

@S o w0 @ e [




WSO The deployment console

solutions

Benefits

« Make the deployment process as simple as possible for
system integrators

A tool designed for any users from beginners to IT
experts

e Can be used as part of the documentation and
auditing of web servers

e Facilitate diagnostics



Security & safety

Security commitment at all levels




LR Users management

safety

Overview

User management based on user account and profile

A profile determine the functionalities and access authorized for the user

A user has a name and a password

The rights of the same user can be different depending on the computer to which the
user is connected

Support for Windows Active Directory and Single Sign-On (SSO) technologies
Support for 21CFR11 rules



LA Users management

safety

Features

« Auto disconnects a logged in user after a configurable idle time
 Allows you to configure a validity period for passwords
 Allows you to check the strength of the password

« Offers 10 levels of hierarchical profiles.

« Offers easy locking of access to specific screens, command or archived variables,
acknowledgments and masking of alarms, etc.

 Allows the configuration of different profiles for a user depending on the computer to
which he is connected, in a multi-station architecture

* May require password change on first login
« Manages the "quarantine" of a user after three failed login attempts.
* Integrates encryption of user account information



Commissioning tools

Help to run the project




CLUESEUIENY \/ariables tracking

tools

Monitor & control

Variables tracking
B woa Suivi de variables
e Built-in CompOnent to monitor & control all e AR e S S A
variables m T —
 Support for filtering | e
 Allow to monitor real-time values at a glance PN —
s Corilitata tha cmpmmmiccimminy | s

Facilitate the commissioning

IMPRESSION

System variables

e Variables indicating the supervisor's operating status
L) - Visualization in the project and possible archiving



IS N onitor PcVue health

tools

Audit diagnostic

-

Fichier  Aide

Compleuns  Sorvellance
CO u I Ite rS Types de conpleurn Feste. rom de Tassociation DAS ou HOS
[ oo [ Pux [ Tomps [ brstonce ¥ (Locale]
Rt
[ comptenr dratiet Valeur cousarte Vilour s Vaeur mak Vil mcyerne
Global mamory in station, the value is in multiple of Kbytes

(1 Tersl physical memory 2096628

 System resource, memory, internal EETEE e e

Memary usage =

Memory unsgeill [ compreurs | Survellance

Mermry usage in
messages, flOWS’... Handies and thee, S d del

Handbes heak in Sélection de donnéss

Hanies and theel Type de dornées sources

Handles snd thee | Equipement v
Graphic chject e

Counters o ! varia Type de domees

I!g]/-\oqulsmnndednnnéns v

‘ounters ol
. . Miscelaneous v
onitorin primsms
User Interface manager
wn Flow

Pending in mailbox ‘ ‘
T

OFC server manager

’ Flow ‘

Pending in mailbax

‘Waiting before send

Toolkit manager
=
» o o
Pmdm? in mailbox

« Monitoring internal PcVue data flow

Az list marnager (ALM)

Flow
0 e

Psnd\n? in mailbox:

A Toolkit manager
Ca ol
’ ‘ Pend\n? in mailbox.

Historical data manager
(HIS) Fi

o
. € w e
end\n? in mailbox

Local area network
Flow manager (LAN)

B w0 L

Pending in mailbax

Wan.m? in FIFQ




IS N onitor PcVue health

tools

Logging and tracing

Event log

e PcVue internal event traces

» Stored as files usable by SIEM (security Information & -
Events Management)

SYSLOG & Windows Events viewer

* Meets ANSSI and IEC 62443 requirements for
logging and traces

» Support of Windows event logs and Syslog on
UDP, TCP & TLS - RFC 3164 & 5424

« Enables aggregation of Pcue events by third-

o party IT tools




Deployment

Flexible. Secure.




el Production & installation

S S ~
Db Setup.exe Pr{:peniel M

| General | Compatibility| Digital Signatures |Security| Details | Previous Versions|

Signed installation package
e Confidence in our deliverable b ot oi e inccicigo
Authentication & Integrity || monromanoe e
« The package your are installing was createf
* by ARC Informatique '
» The package was not tampered since
* its production
Download options
e zip - Single compressed archive
e .iso file
e Cumulative patchs for update
Signed binary files L ] (aCmesia] |_tovy




SR Running modes
Leverage IT-Style deployment

o Services (a
File Action View Help «
o«
! Services (Local) p
. Select an item to view its description.  Mame - Description Status Startup Type Log On As

<% Spot Verifier Verifies potenti... Manual {Trigger Start) Local System f
2 ru n n I n g I I l O d es £k SQL Server [MSSQLSERVER) Provides storag.. Running  Automatic NT Service\MSSQLSERVER «
% SQL Server Agent (MSSQLSERVER) Executes jobs, .. Running  Automatic NT Service\SQL SERVERAGENT i
nf SOL Server Browser Provides 5OL S..  Running  Automatic Local Service :
%4 QL Server V55 Writer Provides thein.. Running  Automatic Local System -
1 SSDP Discovery Discovers netw.. Disabled Local Service f
till Image Acquisition Events Launches appli... Manual Local System f
. . torage Tiers Management Optimizes the ... Manual Local System {

. D e S kto a | I C at I O n b u re a u uperfetch Maintains and i... Manual Local System
"5 SV Core Daemen Enables 5V Cor... Manual Local Service j

2% SV Core Session Host Provides featur, Panual local Service

i SV Core Management Console

e Windows service ] o

Overview |Genera| properties | User accounts | Service properties I DCOM applications |

Service Other settings
Mame: Display name: Startup arguments for the 5V32 application:
° |storeDaemon | |S\.f Core Daemon | |-b “CVARC Informatique\Pcue 127 |
S e rve r CO m po n e nts p rotectl O n Startup type: Log on as: User account specified to run the DCOM application:
| [Manual | [nETWORK sERVICE | [nEnwoRK sERVICE |

Path to executable:

« Deploy PcVue server components as oMt e e
Windows services T—

- And PcVue clients components as e
desktop applications e e e e

Select mode to run 5V Core

As a desktop application

@ As a service application

Running 0 NETWOREK SERVICE 66 928 640
HDS Running 16:35:49 1008 0 METWORK SERVICE 21 884 928 27 774 976
|:| Always on top Component Services Computer Management Local Security Poli Local Users and Groups Services Task Manager

Inthis‘document are the property of thelr respective owners.



Dep|oyment PrOteCUOﬂ

Licensing

Licences control management

e Support for Software license

e USB dongle




Mastering interfaces between #Humans #Systems #Connected things

Questions/Answers

MSolutions]
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Thank you for your attention

Stay connected !

Position
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